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ESTATES AND FACILITIES SHARED SERVICE

PROCEDURE FOR THE DISPOSAL OF CONFIDENTIAL WASTE

To be read in conjunction with:
Information Security Policy 
Disposal of Computers and Media Procedures 

Equipment Disposal Procedures 

Records Management Strategy Policy 

Records Management Protocol 

Records Management Strategy 
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Introduction
Most NHS records contain sensitive or confidential information.  It is therefore vital that confidentiality is safeguarded at every stage and that the method used to destroy such records is fully effective and secures their complete illegibility.

The Data Protection Act 1998 

‘provides a framework that governs the processing of information that identifies living individuals – personal data in Data Protection terms.  Processing includes holding, obtaining, recording, using and disclosing information and the Act applies to all forms of media, including paper and images’
Confidentiality NHS Code of Practice Nov 03

In addition organisations must

· Keep personal information only as long as necessary

· Implement guidelines and procedures for destroying personal information

· Dispose of information which no longer fulfils its intended purpose in a way that prevents improper access

Confidential waste can include:
· Financial records

· Payroll records

· Personnel files

· Legal documents

· Medical records

· Correspondence

Sources of confidential material can be:
· Paper

· Computer (including floppy disk/CD/backup tapes/flashpens/pensticks)
· Photographs

· Video

· Audio tapes

· Fax paper rolls

All confidential waste must be appropriately disposed of to ensure that it can not be accessed by any party.

For disposal of computer equipment or software, contact the appropriate IT department. All IT departments operate the Waste Electrical and Electronic Equipment Regulations (EU 2002/96/EC) directive regarding disposal of electrical and electronic equipment, and use a WEEE accredited company to dispose of IT equipment.
PROCEDURE FOR THE DISPOSAL OF PAPER CONFIDENTIAL WASTE

If confidential waste needs a Certificate of Destruction the confidential waste must be destroyed by an external contractor. To ascertain if the waste needs a Certificate please refer to the PCTs’ Medical Records Management Policy. The cost of destruction is currently £5.00 (incl. VAT) per bag.  There are two procedures, one for 5 or less bags and one for 6 or more bags.  All confidential waste is destroyed by the external contractor but for lesser amounts the confidential waste is collected and stored in a secure area until there is enough for the company to collect.
To request confidential waste bags to use for disposal, please contact the Estates and Facilities Shared Service on 020 8962 4000 or e-mail estates.works@kc-pct.nhs.uk and they will be sent out.

If there are 5 or less bags for disposal, please contact the Estates and Facilities Shared Service on 020 8962 4000 or e-mail estates.works@kc-pct.nhs.uk. The Cost Centre and Budget Code must be given at the same time as the request, along with the department and site.  Until the Estates and Facilities Shared Service receives this information the confidential waste will not be removed.  A form will be provided for completion before the confidential waste is taken away, see Appendix 1. The confidential waste will then be collected by a Maintenance Technician and taken to St. Charles’ Hospital and kept in a secure area.  Once there is an accumulation of confidential waste at St. Charles’, the company will be contacted and the confidential waste will be removed and destroyed. The confidential waste must be stored in a secure area whilst collection is awaited.
The cost will then be deducted from the cost centre and budget code given and a Certificate of Destruction supplied.

If there are 6 or more bags for disposal, please contact the Project Manager with Waste on 020 8962 4380 or e-mail kim.ormsby@kc-pct.nhs.uk.  Please state the number of bags that require destruction and the department and site that the collection is to be made from.  A recharge will be sent to the person who requested the collection. Once this has been received back in the Estates and Facilities Shared Services, the company will be contacted to arrange a collection.  The confidential waste must be stored in a secure area whilst collection is awaited.

Once the collection has been made the invoice will be issued and paid from the information provided on the recharge form.

Once the confidential waste is destroyed a Certificate of Destruction is issued and a copy forwarded to the department/site that has produced the waste.  The Certificate of Destruction should be kept for at least two years.
PROCEDURE FOR THE DISPOSAL OF VIDEO/AUDIO TAPES AND FAX PAPER ROLLS

The procedure for the disposal of video/audio tapes, floppy discs, flashpens-pensticks and fax paper rolls is the same as for paper disposal, however these items should be stored in a separate confidential waste bag and labelled separately.  The cost of the bag will be on weight. 

APPENDIX 1
CONFIDENTIAL WASTE COLLECTION

DATE OF COLLECTION:

…………………………………

COLLECTED FROM:

…………………………………

(SITE/DEPARTMENT)

SIGNATURE OF PRODUCER:
…………………………………

PRINT NAME:


…………………………………

NUMBER OF BAGS:

…………………………………

COST CENTRE/BUDGET CODE: ……………………………….

COLLECTED BY:


…………………………………

SIGNATURE:


…………………………………

DESTROYED BY:


…………………………………

SIGNATURE:


…………………………………

DATE:



…………………………………

COST PER BAG £5.00

A COPY OF THIS FORM WILL BE SENT TO THE WASTE PRODUCER, ONCE THE WASTE IS DESTROYED AND ONE KEPT BY THE WASTE DISPOSER.  THIS FORM SHOULD BE KEPT FOR A MINIMUM OF TWO YEARS.

CHARGES WILL BE MADE VIA THE FINANCE DEPARTMENT ONCE THE WASTE HAS BEEN DESTROYED.

KD1133

Appendix 2
Assurance Form

Confidential Waste Procedure
Department: Estates & Facilities

I have read and understood the above document and agree to abide by its content.

	Name
	Signature
	Date
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