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1 SYNOPSIS OF SYSTEM

The system is used to identify and control the:

· establishment of need;
· effective purchasing and allocating of service and equipment;
· processing and payment of supplier invoices;
· identification of and billing of private calls;
· security and insurance XE "insurance"  of the service and equipment, and

· Inland Revenue reporting requirements.

The process for control of mobile telephones is to ensure that all procurements are necessary, authorised XE "authorised"  and provide value for money and that all costs incurred through the use of the service are correctly and accurately recorded, analysed and charged to the respective user or department to ensure that only necessary and legitimate charges attach to the Trust.
2 STATEMENT OF AUDIT REQUIREMENT AND FINANCIAL CONTROL

Management recognises that the key control objectives within a system can only be achieved through adherence to internal controls and accounting procedures.  This procedure takes into account the following issues:

· segregation of duties is adequate between the establishment of need authorisation and procurement XE "procurement"  staff;
· establishment of need is fully and correctly carried out;
· procurement XE "procurement"  action follows a defined and documented procedure to ensure value for money;
· segregation of duties exists between the analysis of usage XE "usage"  charges and authorisation of payment of supplier invoices;
· a suitable register is kept to ensure exact location and usage XE "usage"  details are known on each mobile telephone XE "mobile telephone" .

· to ensure that accurate information is held to enable correct reporting.  
3 DETAILED USER PROCEDURES
The purpose of this document is to assist staff in understanding the requirements necessary to acquire and operate a mobile telephone.  The same procedures and conditions will apply to existing mobile users and staff who use their own personal mobile phones for business use.  The use of telephones issued by the Trust is subject to the Conditions of Use set out in Appendix A. 

Section A: Establishment of Need XE "Establishment of Need"  / Requirements

An employee who considers a mobile phone essential to the operation of his/her job must fill out an IT equipment request form (available on the intranet) and submit the form to his/her budget manager for authorisation.

The Budget Holder XE "Budget Holder"  must be satisfied that a requirement does exist for a mobile telephone XE "mobile telephone"  and that their budget will support the ongoing variable cost.  The application should be judged against the following criteria:
Eligibility Criteria for a standard (non internet) Mobile Phone

Employee spends 60% of their time offsite or away from their desk and or while away from the office, employee is required to be contactable at all times during normal working hours.

Employee is regularly on-call outside of normal hours and is expected to be contactable during such periods.
Eligibility Criteria for a Windows Mobile Device
Employee spends 60% of their time offsite or away from their desk and while away from the office, employee is required to regularly send or respond to e-mails. 

The employee is required to manage their diary in such a way that to return the office would incur greater costs compared with those associated with using the Windows Mobile Device service.

The employee's duties require them to be contactable via email when off-site/outside of normal hours of work. E.g. duties require them to be on call after normal business hours.

As a Windows Mobile Device also functions as a mobile phone, staff will not be issued with a Windows Mobile Device and a mobile phone or pager.

Eligibility Criteria for 3G mobile networking equipment for Internet access

(This can be combined with NHS Brent RAS (Remote Access) Token for access to the internal network)

This device allows staff to remotely connect to the NHS Brent network from a non-networked computer therefore there is a requirement that staff must spend 60% of their time offsite or away from their desk and while away from the office, the member of staff needs to regularly work remotely on documents stored on the core network. A RAS (Remote Access) token is also required in order to access core internal services. 

Home Workers or Employees requiring add hoc remote access to the NHS Brent network outside of the above criteria do not qualify for 3G mobile networking. 
Once complete, the form should be submitted to the ICT department. See Section B:
Section B: Procurement of Equipment

Purchasing of all equipment and airtime provider XE "airtime provider"  contracts XE "contracts"  will be handled through the ICT department to ensure maximum value for money.

A register will be kept to ensure correct and accurate information recording of the equipment and cost location.  
This will be maintained by the ICT/Finance Department.

Section C: Issuing of Equipment
The ICT department will issue the mobile phone and arrange for the user to complete the Conditions of Use declaration form (Appendix A).  A copy of the form will be given to the user and the ICT department will file the original for future reference.  This file will be updated as and when the mobile phone is reallocated.

On issuing of the mobile phone, staff are required to identify the private numbers they use.  These will be notified to the phone company and will be identified separately on the monthly phone bill.

Section D: Payment of Mobile Phone Bills
The line rental and the call charges incurred for every mobile telephone used is the responsibility of each Directorate. There is a standard monthly line rental for every telephone plus call charges.  Each mobile phone user will receive their monthly bill and is required to confirm that the business/private split has been correctly identified before forwarding the bill to their manager for approval.  The user is also required to declare any private calls which have been incorrectly identified as business calls at this stage.  In forwarding the bill for approval the user is authorising the deduction of the cost of the private calls from his/her salary.
The Budget holder is expected to review each bill before approving it for payment, any queries about the use of the mobile phone should be raised with the employee in the first instance.  Once satisfied that all charges are reasonable the budget holder must authorise the invoice XE "invoice"  through the SBS approval system.
The finance department will analyse the private use of mobile phones on a monthly basis and submit a list of deductions to the payroll department.  
Section E: Security Aspects

Individuals who cease to have use of a mobile telephone XE "mobile telephone"  should notify the ICT department immediately. Users of mobile telephones must be aware that they have the use of a valuable piece of Trust equipment. They must ensure that the mobile telephone XE "mobile telephone"  is always treated carefully and due consideration given to the exposure to prevent abuse of the service or theft XE "theft"  of the equipment.  

Any out of the ordinary occurrences should be immediately reported to the Director of Finance who will decide a suitable course of action.

Section F: Transfer of Equipment \ Termination of Contract \ Employment

All transfers XE "transfers"  of equipment between departments and users must be notified to the ICT department.  The ICT department will notify the finance department to ensure correct coding.
The responsible officer will ensure that all equipment is correctly located within the register and will endeavour to confirm on a regular basis that all equipment is in current use.

Upon the holder / user of a mobile telephone XE "mobile telephone"  terminating their employment with the Trust notification must be passed to the responsible officer in charge of the register, prior to the leaving date, by the Budget Holder XE "Budget Holder" . All equipment in the charge of the employee must be checked and handed over prior to their leaving and all private usage XE "usage"  still outstanding recovered by way of retrospective invoice XE "invoice" .
If any phone or associated equipment is lost for whatever reason, the user must notify the ICT department immediately.  The budget holder will be required to authorise any replacement costs should they arise.
4 USE OF MOBILE TELEPHONES WHILST DRIVING

The law states that hands free phones must only be used when driving. Please refer to Appendix B for further guidance.
Appendix A
Conditions of Use

Definitions

Trust: 
NHS Brent

User:
Member of staff issued with mobile phone

Phone:
Mobile telephone

Business calls: 
Any call made by the User in the pursuance of his/her duties as an employee of the Trust

Personal calls: 
Calls that are not made for the benefit of the Trust

1. 
The mobile telephone remains at all times the property of the Trust.

2. 
Telephones can only be issued to or held by employees of the Trust. Should a user cease to be employed by the Trust at any point then the telephone must be returned to the ICT department immediately.

3. 
The user is liable for all personal phone calls charged to the telephone. When there is a dispute regarding whether a call was business or personal, it is up to the user to show that it was business. If the user cannot reasonably show that a call was business, then it will be deemed personal and the employee will be charged for the call.

4. 
Telephone bills must be approved by the budget holder who can ask the user to justify any call that the user states is a business call.

5. 
The telephone can be withdrawn at any time on the instructions of the line manager of the user should the latter consider the conditions of use to have been breached.
6.
Loss of the telephone must be reported to the ICT department immediately who will notify the Network operator of the loss so that the SIM card can be deactivated.

7. 
Calls to and from the mobile must be kept as short as possible.

8. 
Mobile phones should not be used where alternative Trust landline facilities are available.

9. 
Trust landline services should not be diverted to a mobile phone without the prior consent of the switchboard manager.

10. 
No attempt is to be made by the user to switch the call carrier to another provider.

11. 
Tariff rates are negotiated with the carrier by the ICT department.

12. 
Mobile phones should not be used within 2 metres of clinical areas or equipment.

I ……………………………………………… acknowledge receipt of the mobile phone as identified below and have read, understand and agree with the conditions above, which apply to its use.

	Manufacture:
	
	Model:
	

	Network:
	
	Tariff:
	

	Accessories:
	

	Signed:
	
	Date:
	


Appendix B
Guidance on the Use of Mobile Phones Whilst Driving

Mobile Phones & Driving: The Law (from 1 December 2003)

The information below is a summary and not to be confused with the official legal document.

	Illegal after 1 December 2003
	Legal

	Using a phone hand-held whilst driving is an offence:

“Hand-held usage” includes picking up a phone to speak, listen, access any sort of data (internet, images, text, etc

The same will apply to other mobile devices such as PDA’s and Blackberries

The Penalties:

· Fixed penalty fine and license points

· A possible fine of up to £1,000 may

· also be applied on conviction

· (£2,500 for goods vehicles or over 9 passengers).


	· To use a hands-free kit, providing the phone is being held in a ‘fixed’ cradle, and you are in full control of the vehicle

· To make or receive calls whilst the phone is in a cradle (pushing buttons whilst in the cradle, or operation via buttons on a steering wheel would not breach the new regulation)

· Make a call on a hand-held phone for a genuine emergency call to 999, if it would be unsafe for the driver to stop

· Receiving data on a phone when on the move, providing that the driver does not hold the device whilst in operation – there is no requirement for the handset to be switched off when in the vehicle

· Use of Push to Talk (two-way radio) devices, e.g. walkie-talkies used by taxi firms




Motorbikes are also included, but cyclists are not affected

1. 
Guidance from the legislation


Holding and operating a mobile phone whilst driving may reduce concentration and effectiveness. Using hands free equipment is also likely to distract attention from the road and, may contribute to the likelihood of an accident.


These are four key points:

· Responsibility for the safe control of a vehicle will always rest with the driver.

· NEVER hold a phone, or send or read a text or picture message while driving.

· The distraction of using a hands-free mobile phone while driving may also contribute to the likelihood of an accident.

· The safest way to use a mobile handset or hands free mobile whilst driving is to find a safe place to pull over and stop before using your mobile.


If you decide that you must use your phone while you drive, we strongly recommend the use of a fixed hands free kit (i.e. with the phone in a cradle) and bear in mind that:

· longer calls are more of a distraction than shorter calls;

· emotional or complex calls are more distracting than simple calls;

· driving conditions also affect levels of driver distraction – the highest levels of distraction occur if you engage in an emotional or complex call when driving conditions are easy.


Using a hand held phone whilst driving on Trust business is not permitted.


No employee should feel an obligation to make, answer or continue a call whilst driving. The Trust will not accept any liability whatsoever for the actions of any employee who chooses to disregard this advice.

2. 
Guidance for NHS Brent Employees

· Whilst driving employees must never use a hand-held mobile phone for voice conversation, text messaging, or any other purpose.

· Employees should only use a hands-free mobile phone when it is safe to do so. They must judge for themselves when it is safe to make a hands-free call taking into account the driving conditions that prevail. Employees are not obliged to make or continue calls where they have concerns that it may not be safe.

· All employees who do not have a company car but have been issued with a mobile phone for business use are to be provided with a personal hands-free kit.

· Employees are encouraged to divert calls to voice messaging as much as possible.

· Warn incoming callers that you are driving and may have to break off your conversation without notice.

· Only make calls whilst driving to pre-programmed numbers or to the operator connection service.

3. 
Emergency Calls


If an incident on the road requires immediate attention, every effort should be made to contact the emergency services in a safe manner.
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