



Registration Authority
RA Process & Procedures 
To be read with
Information Governance Policy
Incident Reporting & Management Policy

Risk Management Strategy & Policy

Information Risk Policy

Information Security Policy

Performance and Conduct Policy

The PCT incorporates and supports the human rights of the individual as set out in the European Convention on Human Rights and the Human Rights Act 1998
	Document: 
	Registration Authority Policy 2.5

	Status: 
	Issued

	Version
	F

	Date: 
	11 March 2010

	Author: 
	Andy Small


	Version
	2.5

	Status
	Approved

	Author/Lead
	Andy Small

	Directorate
	Human Resources

	Ratified By
	ICT & Information Governance Programme Group

	Date Ratified
	16 March 2010

	Date Issued
	16 March 2010

	Date of Next Formal Review
	15 March 2011

	Target Audience
	All NPfIT Application Users


Version Control Record
	Version
	Description of Change(s)
	Reason for Change
	Author
	Date



	2.5
	Updated to reflect IG Toolkit Guidance
	Annual Review
	Workforce Information Manager
	11 March 2010


	
	
	
	
	

	
	
	
	
	


Contents

51.
Introduction

1.1
Glossary of Terms
6
2.
Target Audience
7
2.1
Scope
7
2.2
Out of Scope
7
3.
RA Organisation
8
3.1
The Registration Authority has the following responsibilities:-
8
3.2
The PCT Registration Authority is made up of the following personnel:
9
3.3
The services available will be:
9
3.4
Service Times
9
3.5
Incident Reporting
10
4.
Roles and ResponSibilities
11
4.1
Trust Executive, SIRO and Caldicott Guardian
11
4.2
Registration Authority Manager
11
4.3
Managers and clinical leads
11
4.4
Registration Sponsors
11
4.5
Individual staff members
12
4.6
Human Resources
12
5.
Processess
13
5.1
Human Resources
13
5.1.1
Directory Structure – Joiners, Movers and Leavers
13
5.2
Managers
13
5.3
Starters
13
5.4
Leavers
14
5.5
Contractors
14
5.6
.Management and Use of RA Equipment
15
5.7
Registration Forms
15
5.7.1
RA01
15
5.7.2
RA02
15
5.7.3
RA03
16
5.8
Smartcards
16
5.8.1
Lost, Stolen and Broken Smartcards
16
5.8.2
PIN/Pass Code Unlocking/Changing
17
5.8.3
Smartcard Misuse
17
5.9
Profiles
18
5.10
Leavers and Revocation
18
5.11
Locums, Agency and Bank Personnel
19
5.12
RA Equipment
19
6.
Local Support Processes for NPfIT Application Users
20
6.1
Local Audit
20
7.
Monitoring of Compliance, Review and Effectiveness of this Document
21
8.
Document Control
22
8.1
Document Change Log
22
8.2
Document Authorisation
22
9.
References
23
10.
Appendix 1 - Equality Impact Assessment Tool
24
11.
Appendix 2 - Policy Ratification and Publication
25
12.
Appendix 3: Document Review Checklist
27
13.
Appendix 4: Document Publication Flowchart
30
14.
Appendix 5: Audit tool
32
15.
Appendix 6 - Assurance Form
33


1. Introduction

For Healthcare Professionals to access NPfIT applications they need to be registered. The registration process for the National Program has to meet the current Government requirements and will be applied nationally. All the NPfIT applications use a common security and confidentiality approach. This is based upon the NHS professional’s organisation/s role/s, area/s of work and business function. The primary method by which users will be enabled to access an NPfIT application is via a Smartcard issued during the Registration Process. 

Once an applicant has been successfully registered they will have a User ID, pass-codes and Smartcard – which will permit their access to the appropriate application/s and information.

The process of gaining access to the National Program applications is called National Program Registration. The Registration Process is operated at a local level by a Registration Authority (RA agent) who is required to conform to the National Registration Policy and Practices identified below.

The RA agent will report into the local RA Manager who will be responsible for policy and procedures. In the event of any serious untoward incident then the RA manager will communicate this to the RA executive lead. 

This document describes procedures for the operation of the Registration Authority (RA) within NHS Brent and Brent Community Services (BCS) (hereafter known as the PCT).

The use of the word staff in this document means, people who are directly employed by, or contracted to the provider service to, or are part of an agreement with the PCT. 
The PCT needs a Registration Authority to manage the distribution and use of Smartcards. The PCT will comply fully with the latest published National Policies and Procedures identified in the following documents:

Registration Authorities Setup and Operation (available from

http://nww.npfit.nhs.uk/implementation/)

Registration Policy and Practices for Level 3 Authentications (available from http://nww.npfit.nhs.uk/implementation/)

The NHS Confidentiality Code of Practice (www.dh.gov.uk)

NCRS Acceptable Use Policy, Terms and Conditions (available from

http://nww.npfit.nhs.uk/implementation/)

The procedures covered in this document are the local support procedures necessary to support the National Policies and Procedures:

· Identification and Appointment of RA Team Members

· Registration of RA Manager

· Registration of RA Agents

· Registration of Sponsor

· Registration of NPfIT Application Users

· Management of NPfIT Application Users

· Management of RA/User Smartcards

· Management of RA/User PIN/Pass-codes

· Management of RA/User Profiles

· HR ownership of RA

· Management of RA forms

· Replacement RA cards

1.1 Glossary of Terms

The table below shows all abbreviations, acronyms and unfamiliar terms used in the training materials together with the Full Name of the term.

	Term
	Full Name
	Notes

	RA
	Registration Authority
	

	RBAC
	Role Based Access Control
	

	NPfIT
	National Programme For Information Technology
	

	RA01
	Registration Authority Form 1
	

	RA02
	Registration Authority Form 2
	

	PCT
	Primary Care Trust
	

	HR
	Human Resources
	

	CAB
	Choose and Book
	

	RiO 
	RiO Community Health 
	RiO is not an abbreviation

	CfH
	Connecting for Health
	

	ESN
	Electronic Staff Number
	

	LSP
	London Service Provider
	


2. Target Audience

It is intended that this document is used by the following people:

· PCT Board Members or 

· All users of the PCT RA Service.

· PCT Human Resources personnel.

· PCT ICT Services personnel.

· PCT Confidentiality Specialists including Caldicott Guardians.

· Local Health Community IT Support Service or Help desk personnel.

This document will be published within the PCT and made available to all NPFIT application users. 

2.1 Scope 

The national policy requires everyone accessing Connecting for Health applications to be registered with an individual identity on the national NHS database, and to have their access authorised by a Registration Sponsor appointed by the Trust executive. The individual can then be issued with a personal “chip-and-PIN” smartcard, or an identity and password, that gives them the access authorised for their role in the NHS. 

This document states the Position of the PCT regarding the Registration Authority and the registration of staff within the PCT itself, and also in the Independent Service Providers contracted to the PCT. (The use of the word staff in this document means, people who are directly employed by, or contracted to provide service to, or are part of an agreement with Brent NHS Trust, and any people who provide a service.)

2.2 Out of Scope

This document will not cover the process for Choose and Book (CAB) and only seeks to deal with the registration of RiO Community Health users. CIS is out of scope.

3. RA Organisation 

The Registration Authority (RA) is an official who sits within Human Resources who is responsible for ensuring that all aspects of registration services and operations are performed in accordance with National Policies and procedures (See section 1). 

The PCT will have an RA agent and a RA manager or alternatively the role could be combined role into one the RA manager.  The RA manager will be responsible for providing arrangements that will ensure tight control over the issue and maintenance of electronic Smartcards, whilst providing an efficient and responsive service that meets the needs of the users.

3.1 The Registration Authority has the following responsibilities:-

· Ensuring that the National Registration processes are adhered to in full as identified in NPFIT-NCR-DES-0294.02 Registration Policy and Practices for Level 3 Authentications, NPFIT-FNT-IMD-IME-0182.02 Registration Authorities Setup and Operation and this document

· Ensuring that the RA01, RA02 and RA03 forms are appropriately used

· Ensuring that any local processes developed to support the National Registration processes are adhered to in full

· Ensuring that there is sufficient availability of resource to operate the registration processes in a timely and efficient manner to meet their organisational responsibilities

· Ensuring that the RA team members are adequately trained and familiar with the local and national RA processes

· Ensuring that an indexed and secure audit trail is maintained of applicant’s registration information (RA01) and profile changes (RA02, RA03)

· All completed application forms and associated documents are kept secure in an area where the RA’s and HR team have access, in line with HSC 1999/053 which stipulates the retention duration for HR type records.

· Ensure RA members are familiar with and understand Registration Policy and Practices for Level 3 Authentications - NPFIT-NCR-DES-0294.02, NPFIT-FNT-IMDIME- 0182.02 Registration Authorities Setup and Operation and this document

· Ensure Sponsors are familiar with and understand NPFIT-FNT-IMD-IME-0184.01 User Registration - Sponsor Briefing (available from http://nww.npfit.nhs.uk/implementation/)

· Notification of the creation and revocation of RA managers (including their e-mail address) by sending an e-mail to ramanagers@npfit.nhs.uk

· Ensuring that there are sufficient Smartcards and Smartcard issuing and maintenance equipment for the organisation. Note: see NPFIT-FNT-IMD-IMPPROCP- 0001.01RA Hardware Ordering Process

· Ensure sponsors identified via the Executive have the business function of “sponsor” associated with the appropriate organisation job profile/s.

· All PCT RA Members will have sufficient training to carry out their RA tasks in accordance with National Policies and Procedures. They will be individuals capable of trust as they will be handling sensitive information covered by The Data Protection Act. They will be key players in ensuring the NHS Code of Confidentiality and NPFIT-FNT-TO-IG-0052.01 NCRS Acceptable Use Policy, Terms and Conditions (available from http://nww.npfit.nhs.uk/implementation/) is followed.

3.2 The PCT Registration Authority is made up of the following personnel:

· Executive lead which will be a permanent member of the Trust Executive Board.

· Registration Authority Manager – sits within Human Resources

· Registration Sponsors – typically Directors, Heads of Departments and team Leaders.

· Registration Agents – members of staff within Human Resources

3.3 The services available will be:

· User Registration

· Role Profile maintenance

· Adding Role Profiles

· Changing Role Profiles

· Deactivating Role Profiles

· Revocation and cancelling of Smartcards

· User Suspension

· PIN/Pass-code resetting

· Smartcard renewal and exchange

· Replacing lost Smartcard

3.4 Service Times

· The above services will be available during the PCT Registration Service Core hours, 09.00 to 17.00 Monday to Friday, not bank holidays.

· Pin/Pass-code resetting – local staff in your department of location should be your first point of contact and have been appointed and trained on this procedure.  Service line manager will have details of these users. Failing that, contact your local RA agent in HR or the ICT help desk and they will provide you with our nearest contact details.  Staff will be required to turn up for new and replacement cards at HR. 
3.5 Incident Reporting

Incidents may be reported by any member of staff where they feel that there is a risk to patient health, confidentiality or PCT reputation. Incidents should be reported, using the PCT Incident Procedure, to the RA Manager.

Examples of incidents are:

·  Smartcard or application misuse.

·  Smartcard theft.

·  Non-compliance of local or national RA policy.

·  Any unauthorised access of NPfIT applications.

·  Any unauthorised alteration of patient data.

The RA manager will consider all incidents reported to them. Any incidents considered significant will be escalated to the PCT ICT & Information Governance Programme Group, HR, the appropriate Senior Information Risk Owner (SIRO) and the PCT Caldicott Guardian depending on the nature of the incident. A major breach of security will also be reported by the RA manager to the Local Service Provider (LSP) and NPfIT to ensure any risks resulting from the event can be taken into account and mitigated against.

A significant incident is an isolated incident or a series of less significant incidents that could lead to a serious degradation of healthcare or information security. The PCT Board, SIROs and Caldicott Guardian will consider incidents reported to them and decide whether PCT systems or working practices should be reviewed as a result. 

Incidents involving breaches of security or demonstrate that a User may not be considered trustworthy should also be reported to their line manager and the Caldicott Guardian by the RA Manager so that any disciplinary measures required may be dealt under performance work policy. 

In the event of systems failure, staff should contact the ICT Service Desk during normal working hours. 

4. Roles and ResponSibilities

4.1 Trust Executive, SIRO and Caldicott Guardian

To ensure that the necessary systems and resources are in place for the successful implementation and ongoing operation of this policy.  The Registration Authority team will notify the Caldicott Guardian, SIRO and the Trust Executive of any serious breaches in security incidents involving the registration of staff and the use of smartcards to access information.  The Caldicott Guardian, SIRO and the Trust Executive will review and determine action on security incidents.

4.2 Registration Authority Manager

The RA manager is appointed by HR and is responsible for the setup and day to day running of the PCT Registration Authority service. The RA manager must ensure that all the RA procedures are carried out in accordance with local and national policy.

4.3 Managers and clinical leads

Managers and clinical leads are required to be aware of this policy, its purpose and its operational implications. Managers need to make arrangements for staff to be released to attend registration meetings, and are to ensure staff understand the registration procedure. Managers should take positive action to promote the security of electronic records and the correct use of smartcards. Managers should investigate thoroughly any infringements or report the security incident for attention by higher authority. Managers may also be Registration Sponsors (see below) 

4.4 Registration Sponsors

Sponsors are appointed and entrusted to act on behalf of the Trust Executive in determining who should have what access to electronic records, and maintaining the appropriateness of that access with job and organisation changes. Specifically to: 

• Produce documentation to verify their own identity at their own registration, and provide a sample of their signature 

• Understand the interaction of job role, area of work, and Business Function codes and scope of access they give to the systems used in their area 

• Fill in, verify and sign the forms authorising the access and identification method for each member of staff they are sponsoring, and deliver the forms to the Registration Authority for implementation 

• Follow the Trust Registration Authority procedures for new starters, leavers, and people changing job role. Verify that access and smartcards they have sponsored continue to be appropriate 

• Instruct the Registration Authority if the authorised smartcard is to be withheld until the cardholder has been trained, and organise training for the cardholder on the NHS systems they will use. 

• Be available to Registration Agents to confirm the validity of registration requests on RA forms, or requests for replacement of lost or forgotten smartcards. Be available at their PC, as the first point of help, to resolve smartcard problems (forgotten PIN Numbers, locked-out Smartcards) 

• Report to the RA manager breaches of smartcard security, and instruct the Registration Authority to revoke unsafe smartcards using the PCT incident reporting procedure to the RA Manager.  Registration sponsors and agents will report any RA related incidents, using the PCT incident reporting procedure to the RA manager
4.5 Individual staff members

Staff are required to attend registration meetings, to provide documentation verifying their identity in accordance with Government requirements, and to be photographed by the registration authority. 

Staff will sign the official registration form confirming their identity and agreeing with the conditions of registration and the use of smartcards and electronic records. 

This policy does not replace, but is in addition to the Information Security Policy and procedures of the PCT.

For their own security, and that of colleagues, patients and clients, staff are required to 

· devise and use pass codes known only to themselves for the function of the smartcard. 

· have their smartcard and PIN number available for use at all times at work. 

· keep their smartcard secure and use it in accordance with the policies and procedures published by the PCT 

· report any security breach they observe of smartcard policy or procedure. 

4.6 Human Resources

Human Resources have the responsibility to sponsor the establishment of Registration Authority policies, procedures and resources.  

Human Resources will integrate Registration Authority procedures with recruitment, termination, and other employment procedures where appropriate. Human Resources staff may be registered to act as agents of the Registration Authority, only providing this role during normal working hours.
5. Processess

HR are currently required to provide an Electronic Staff Number ESN as a precondition to network logins being created.  Listed below are the basic process steps for new applications for smart cards.

5.1 Human Resources
All completed Registration Authority forms will be scanned and uploaded to the HR directory.  This directory can only be accessed by the RA manager and appointed staff.  Original hardcopies will then be shredded.  Only copies of Sponsors and senior mangers will need to be held in paper form to verify their signature.  

5.1.1 Directory Structure – Joiners, Movers and Leavers

All starters scanned forms will be saved to the Joiners folder, which will have sub folders that correspond with each service. Each scanned form will be saved in the appropriate folder. 

Staffs that move to another Trust will have their access rights suspended and details sent to the Moved folder.

Staff leaving the NHS will have their details moved to the Leavers folder and their smart cards returned and details deleted from the NHS database.

5.2 Managers

Line managers will complete application for new email and network accounts online and then fax these to ICT.  Separately if their staff need access to RA systems then a scanned document can be sent to ra.admin@brentpct.nhs.uk. All hard copies must follow no later then 3 days otherwise the appropriate cards and ids will not be release or will be revoked.  

On receipt of the document user details will be entered into the database and sent to HR for an ESR Number. Once applied HR will update their folders and will then email the Service desk and the RiO training team that a user profile needs to be created.

5.3 Starters

As part of normal induction processes new staff required to use NPfIT applications will be:

· Introduced to the relevant sponsor who will identify the appropriate role profile for the user and take them through the PCT RA processes required. This could be how to become registered or, if the user already holds a smartcard issued by another PCT, adding the necessary role profiles. 

· Trained on the aspects of NPfIT application use relevant to their role(s). (this guidance must be written as well as verbal)

· Trained on the National and PCT RA processes. 

Where full registration is required; the applicant will be required to bring suitable forms of ID with them.

Where staff are recruited to a role which requires access to National NPfIT application it is important the following points are considered:

· Checks on an applicants ID are made during recruitment to ensure that RA Level 3 identification requirements can be met

· Offers of employment are dependent on the applicants ability to meet and continue to meet all requirements for NPfIT access

· Induction processes include the issuing of smartcards (where the applicant is not an existing smartcard holder)and adding of the appropriate role profile(s)

· Staff should be trained sufficiently prior to the use of smartcards and/or NPfIT applications

· Staff must sign to acknowledge that they have read and understood the policies and procedures governing the use of smartcards and NPfIT applications (RA01 form)

· All NPfIT application users must have sufficient training to carry out their NPfIT application tasks without risk

All the above processes will be integrated into the standard employment processes of the PCT, as much as possible to avoid duplication. 

5.4 Leavers
When staff are leaving, the following points must be considered:

· All PCT role profiles in the NPfIT spine user directory pertaining to the employee must be deactivated as it is practical.

· If the user is transferring to another NHS related location e.g. Practice Acute Trust etc and they can provide details/proof then the current registration details will be copied and sent to the new location – the user is allowed to retain the smartcard but their PCT profile in this organisation is removed.   

· Staff permanently leaving the NHS should have their certificate revoked and the smartcard issued to them should be destroyed (Examples of permanently leaving would include retirement, leaving for employment in a non-NHS job or taking up full-time education etc.)

· The RA manager must be notified giving as much notice as possible. The required actions must be taken as soon after the staff member leaves as possible.
· It is the manager’s responsibility to ensure smart cards are returned and handed back to the RA manager.
5.5 Contractors
The PCT will ensure all contractors who need to use the NPfIT applications are bound to the Data Protection Act and the NHS Confidentiality Code of Practice (www.dh.gov.uk). This will include the process to be taken in cases of a breach and liability issues
5.6 .Management and Use of RA Equipment
The RA manager, on behalf of the PCT, will be responsible for ensuring that adequate numbers of smartcards are available and maintaining the smartcards throughout their useful life. The IT manager will ensure that there is sufficient computer equipment to support all users of NPfIT applications (including those for registration). All RA equipment will be subject to policies and procedures governing the management and control of PCT assets. 

5.7 Registration Forms

The PCT/ Practice will ensure that they use the latest version of the RA forms as published on the Brent PCT intranet site. The accuracy of these documents is managed by the central RA team.

All PCT Team members will receive training on the RA forms and their use. Special training will be arranged whenever RA forms are changed significantly. 

5.7.1 RA01

The RA01 form is used to record the registration of the new NPfIT application users and should be used as published on the http://npfit.nhs.uk/implementation website.

The RA01 is split into three sections:

· Section 1 – Applicant Details

· Section 2 – Glossary

· Section 3 – Applicants initial privileges and confirmation the sponsor did/didn’t vouch for the user’s identity. – To be completed by the sponsor (Conformant to the Registration Policy and Practices for Level 3 Authentications) and RA Agent/Manager to record details of registration. 

· Section 3 – For RA and sponsor use only 

The RA01 form is held by the applicant until the RA Manager/Agent registers the applicant on the NPfIT Spine User Database. Once registration is completed the RA01 form is delivered securely to the RA team, where the forms are scanned in a secure folder and the forms are then shredded. The scanned documents are to be made available for RA Managers/Agents/Sponsors/Auditors as necessary and will be saved as read only documents with only the RA Manager/Agent being able to modify it where necessary. 

5.7.2 RA02

The RA02 form is used to record changes made to an existing NPfIT application user’s role profile(s). This will be necessary whenever employee NPfIT application related roles start or end in the PCT/Practice.

Whenever a change to a user’s role profile is identified the relevant sponsor must be requested to authorise the changes required.  The following are examples of when a role profile changes would be needed. 
· A medical admissions secretary changes departments.

· A senior nurse covers a colleague’s role as a nursing manager during a period of sick leave.

· An administrator takes on an extra job in a different department

· A junior doctor’s assignment in a department comes to an end.   

Once the relevant sponsor has authorised the change(s) the RA02 form shall be processed by the RA. Should there be any problems with the forms these will be referred to the signing sponsor. 

Once the RA has completed the changes on the RA02 form it will be delivered securely to the RA team where the RA forms are logged and filed, to be available for RA managers/Agents/Sponsors/Auditors as necessary. RA forms should be transported in sealed opaque envelopes. 

5.7.3 RA03

The RA03 is used to record revocations. Whenever it is necessary to revoke a certificate associated with a smartcard, an RA03 from must be completed and signed by the sponsor. Sponsors should only do this when it has been confirmed by HR the user has left the organisation or in the case of disciplinary action, on the express request by HR. Once completed the RA03 should be sent to the RA team for action.

The RA teams need to cross check revocations with HR prior to making any changes to ensure they revoke the access of the correct user and be especially diligent.

Smartcards should be retained by the PCT/Practice and then destroyed as soon as is practical after the staff member has finished.

Once RA has completed the changes on the RA03 form it will be delivered securely to the RA team where the RA forms are logged and filed, to be available for RA Managers/Agents/Sponsors/Auditors as necessary. RA forms should be transported in sealed opaque envelopes.
5.8 Smartcards

Smartcard should be treated with care and protected to prevent loss or damage.

5.8.1 Lost, Stolen and Broken Smartcards

Lost and damaged smartcards should be reported to the RA team as soon as possible. 

In the case of loss or theft the RA Manager must be informed so that checks may be made to ensure that the smartcard has not been misused. 

When an issued smartcard becomes unusable or it is lost or stolen the smartcard certificate must be revoked, see section 5.10 Leavers and Revocation. Revocation renders the smartcard useless. 

As long as the smartcard holders identity can be verified at a face to face meeting a new smartcard may be issued. 

If there is any difficulty verifying the user’s identity the user’s sponsor must be contacted and the users identity identified. It is vital that the sponsor’s identity can be relied upon when contacting them to verify the user’s identity. 

All lost or stolen cards reported will be treated as an incident and will result in an incident form being completed. 

5.8.2 PIN/Pass Code Unlocking/Changing

Users who have forgotten their pin/passcode or suspect that it may be known by another or who have been locked out of NPfIT applications because of three failed login attempts; should report the problem to the RA team or local pin re-setters as soon as is practicable. 

Once notified, the pin re-setter will arrange to have the pin/passcode changed with the user. This task must be carried out by a Registration Agent or sponsor. The smartcard holder must be present.

The Trust will have a number of sponsors or pin re-setters located in your building and department. The local managers will have details of these individuals,  Helpdesk or the RA team. 

5.8.3 Smartcard Misuse

A staff member must report suspected smartcard misuse in line with PCT Incident Reporting Policy and Procedure. Depending on the severity of the allegation an investigation may be required. If it is suspected that a smartcard is being misused then it should be reported to HR who may request that the certificate associated with the smartcard should be suspended or revoked as appropriate. 

If smartcard misuse by a PCT staff member is discovered the appropriate disciplinary measures must be taken. The RA Manager will consult with HR and the matter must proceed using PCT disciplinary processes. 

5.9 Profiles

What a user is able to access is based on the information in the profile. 

Whenever there is a temporary or permanent change in the way a person works, a review of the persons NPfIT application access must be carried out. If there is significant changes to the staff members role the relevant role profile on the NPfIT Spine User Database must be requested via a suitable sponsor. Examples of changes that would necessitate such changes are changes to a person’s
· Job title

· Access requirements

· Department

· Site(s)

· Work group

Where new roles are being added or roles are being changed the registration sponsor of the relevant work area will complete an RA02 form which is used to update the user’s profile. When a particular role comes to an end the profile must be updated and deactivating the role as soon as is practical after the role has ceased. 

When the user is leaving the NHS please refer to section 5.10 Leavers and Revocation. New roles should be added to the users NPfIT user directory entry a short while (a maximum of 3 days) prior to the start of the new role so that the profile is available for use (Also see section 6.1 Registrations Forms)

5.10 Leavers and Revocation
During the leaving process the line manager is responsible for the completion of the leaver form this will establish whether the user is leaving the NHS permanently (retirement, education or a non-NHS job) or joining another NHS organisation. Where the user is moving to another organisation HR will notify the RA manager who will arrange for any role profiles associated with Brent PCT or GP practice within the localities to be deactivated. 

There are occasions when it is necessary to deactivate a smartcard by revoking the smartcard certificate. Reasons for this include:

· The smartcard is lost or stolen

· There has been some other security breach associated with the smartcard or smartcard certificate. 

· The user is no longer employed an NHS organisation. 

Revocation tasks can only be carried out by RA Team members. 

Where the revocation is needed due to a staff member leaving the NHS HR will inform the RA Manager accordingly so that the correct actions can be taken (Spine User Directory and/or CMS).

Where the revocation has been requested by HR because of security related events the RA manager will authorise the appropriate action and inform the following staff as appropriate:

· The HR Manager

· The relevant user’s sponsor

· The RA User

Revocation renders the smartcard useless.

Revocations can only be carried out by Registration Managers and Agents on the request of HR.

5.11 Locums, Agency and Bank Personnel
 Temporary staff filling roles may need access to NPfIT records as part of their role. The following points should be considered:-

· Staff working as part of a team may not need a smartcard to fill the role

· Some temporary staff could already be enrolled and will only require a role profile added.

· Temporary staff who are already smartcard holders may not have sufficient training in the use of particular NPfIT application needed to be accessed. 
5.12 RA Equipment

The RA Manager will keep a log of the location and status of the PCT’s smartcard printers.  In the case of any non-functioning printers the RA Manager will contact the manufacturer for maintenance.  Any missing smartcard printers will be reported to NHS London in the first instance.

6. Local Support Processes for NPfIT Application Users

NPfIT application users who need support should contact the IT helpdesk

6.1 Local Audit

The management and use of smartcards will be subject to internal and external audit to ensure that national and local policies are being followed. Specifically, auditors will look to confirm that:-

· Smartcards are handled securely by users

· RA documents are used and stored appropriately

· Access to NPfIT applications and records is controlled appropriately

· Unused smartcards are stored safely and appropriate records are kept

· RBAC role allocation de-allocation is performed appropriately

· Random checking of RBAC roles with those requested by the sponsor 

To aid audit the following records will be maintained

· The number of smartcards held

· Details of smartcards issued
7. Monitoring of Compliance, Review and Effectiveness of this Document
This policy will be reviewed by the Professional Nurses Forum. This Forum will review reports of incidents and attendance at training. Auditing of this document should be done at least every two years based on monitoring the effectiveness of all NHS Litigation Authority (NHSLA) requirements for the resuscitation policy – as below. The document assurance form (Appendix I) will be used by Managers to document embedding of policies
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10. Appendix 1 - Equality Impact Assessment Tool

To be completed and attached to any procedural document when submitted to the appropriate committee for consideration and approval. 
	
	
	Yes/No
	Comments

	1.
	Does the policy/guidance affect one group less or more favourably than another on the basis of:
	
	

	
	· Race
	No
	

	
	· Ethnic origins (including gypsies and travellers)
	No
	

	
	· Nationality
	No
	

	
	· Gender
	No
	

	
	· Culture
	No
	

	
	· Religion or belief
	No
	

	
	· Sexual orientation including lesbian, gay and bisexual people
	No
	

	
	· Age
	No
	

	2.
	Is there any evidence that some groups are affected differently?
	No
	

	3.
	If you have identified potential discrimination, are any exceptions valid, legal and/or justifiable?
	n/a
	

	4.
	Is the impact of the policy/guidance likely to be negative?
	No
	

	5.
	If so can the impact be avoided?
	n/a
	

	6.
	What alternatives are there to achieving the policy/guidance without the impact?
	n/a
	

	7.
	Can we reduce the impact by taking different action?
	n/a
	


If you have identified a potential discriminatory impact of this procedural document, please refer it to the Equality & Diversity Manager together with any suggestions as to the action required to avoid/reduce this impact.

For advice in respect of answering the above questions, please contact the Equality & Diversity Manager.
11. Appendix 2 - Policy Ratification and Publication
	Policy Title (including version)
	Date

	Registration Authority Policy 2.5
	11 March 2010

	Reason for Submission (Please Tick)

	Scheduled Review
(


New Policy

□
Urgent Amendments
□


Other


□
(Please specify)








	Purpose of Policy

	Access by staff to electronic patient and staff records is strictly controlled in order to maintain confidentiality of sensitive personal data.  Authorised users will access electronic patient and staff records using electronic smartcards governed by the Registration Authority.  This document sets out the PCT’s policy on the Registration Authority function and the arrangements for secure access to the electronic records.

	Supporting Evidence Please state list of reviewers/stakeholders and their job title (use a separate sheet if required) along with evidence of their participation in the review/creation of the policy.

	Reviewers:

· Workforce Information Manager
· Information Governance & Data Protection Officer

· HR Manager



	New Policy:
(Please reference sources of Best Practice used, and list applicable legislation)

	N/A

	Reviewed/Amended Policy:
(Please provide full details of changes made, reference sources of Best Practice used, and list applicable legislation)

	· Connecting for Health IG Toolkit Guidance Document

· Connecting for Health Model Registration Authority Policy

	Policy Equality Impact assessed

	TBC

	Policy Approval 

	Name:
	Mark Easton (CEO), Chair of ICT & IG Programme Group

	Signature:
	

	Date:
	

	Policy Publication 

	Date policy is uploaded on the intranet via the Communications Department

	TBC

	Policy to be  emailed to Heads of Services to discuss at team meetings and staff forums (specify date)

	TBC

	Policy to be audited annually (Specify date of audit)

	One year from approval


12. Appendix 3: Document Review Checklist
	
	Title of document being reviewed:

Pre-Employment Check Policy
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	
	Is the title clear and unambiguous?
	Yes
	

	
	Is it clear whether the document is a guideline, policy, protocol or standard?
	Yes
	

	2.
	Rationale
	
	

	
	Are reasons for development of the document stated?
	Yes
	

	3.
	Development Process
	
	

	
	Is the method described in brief?
	Yes
	

	
	Are people involved in the development identified?
	Yes
	

	
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	Yes
	

	
	Is there evidence of consultation with stakeholders and users?
	Yes
	

	4.
	Content
	
	

	
	Is the objective of the document clear?
	Yes
	

	
	Is the target population clear and unambiguous?
	Yes
	

	
	Are the intended outcomes described? 
	Yes
	

	
	Are the statements clear and unambiguous?
	Yes
	

	
	Are style, font type and size etc correct?
	Yes
	

	5.
	Evidence Base
	
	

	
	Is the type of evidence to support the document identified explicitly?
	Yes
	

	
	Are key references cited?
	Yes
	

	
	Are the references cited in full?
	Yes
	

	
	Are supporting documents referenced?
	Yes
	

	6.
	Approval
	
	

	
	Does the document identify which committee/group will approve it? 
	Yes
	

	
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?


	Yes
	

	7.
	Dissemination and Implementation
	
	

	
	Is there an outline/plan to identify how this will be done?
	Yes
	

	
	Does the plan include the necessary training/support to ensure compliance?
	Yes
	

	8.
	Document Control
	
	

	
	Does the document identify where it will be held?
	Yes
	

	
	Have archiving arrangements for superseded documents been addressed?
	Yes
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	Yes
	

	
	Is there a plan to review or audit compliance with the document?
	Yes
	

	10
	Review Date
	
	

	
	Is the review date identified?
	Yes
	

	
	Is the frequency of review identified?  If so is it acceptable?
	Yes
	

	11
	Overall Responsibility for the Document
	
	

	
	Is it clear who will be responsible for co-ordinating the dissemination, implementation and review of the document?
	Yes
	


13. Appendix 4: Document Publication Flowchart

Draft Policy
↓

ICT & Information Governance Programme Group
↓

Policy uploaded to the intranet
↓

Publicity of Policy

Send to Communications Department for Communication Bulletin and team brief / Policy discussed at meetings e.g. Senior Directorate Meetings
↓

Present at staff forums / meetings e.g. Senior Directorate Meetings
↓

Policy to be monitored through the use of key performance indicators
14. Appendix 5: Audit tool

The following are five questions to assess your understanding and implementation of this policy.

Score yourself – Yes / No

Do you understand who this RA policy applies to?


Yes / No

Do you understand your responsibilities as members of staff?

Yes / No

Do you understand your responsibilities as a sponsor?


Yes / No

Do you understand what the responsibilities of the Human Resources 
Yes / No

Directorate are?

Do you know where to find more information?



Yes / No

If you score yourself No for any of the questions, please re-read the relevant section of the policy. If you are still unclear, please contact the Human Resources department for clarification.

A copy of this should be kept in your personal file and may be used as part of a continuous professional development folder.

Signed ……………………………………

Role ……………………………………

Date ………………………………………
15. Appendix 6 - Assurance Form

             (For documents associated with risks to patients/ staff/ public/ PCT)

(Title of document)

Department: …………………………...

I have read and understood the above document and agree to abide by its content.

	Name
	Signature
	Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


