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1. Overview
1.1
The purpose of this policy is to describe the acceptable use and governance of the PCT’s user accounts for computer and network access.
2. Acceptable Use
2.1
Please refer to the PCT’s Acceptable Use Policies (AUP) for general policy regarding the use of ICT facilities within the trust.
2.2
Access to computing facilities is via individual username and password which allows access to login to central computing services, make use of private file space, run software, access and use email facilities, share and transfer files and gain access to the Internet and the Intranet.
2.3
Accounts are issued for individual use only.  For security and counter-fraud purposes, users may not share, loan or give away account or password information to any other person.  User accounts are to be used only by the assigned user of the account for authorised purposes.  Passwords should not be shared, written down, emailed or published.  Default passwords should be changed as soon as practically possible or when notified by the network password expiry alert.
2.4
Attempting to obtain another user’s account password is strictly prohibited and may constitute fraudulent activity.  All suspected breaches of the Trust’s User Accounts Policy will be investigated and may be subject to the Trust's formal disciplinary procedures.  Serious breaches may result in immediate suspension and dismissal.  Should a member of staff suspect that fraudulent activity is taking place, they should contact the Trust’s Local Counter Fraud Specialist (LCFS).  The LCFS for NHS Brent is Hannah Wenlock.  Her contact details are:

RSM Bentley Jennison

45 Moorfields

London

EC2Y 9AE

Tel: 020 7920 3200

Email: Hannah.Wenlock@RSMBentleyJennison.com
2.5
Users are required to change their password if they have reason to believe their account has been compromised in any way.  Users are required to take all necessary precautions to prevent unauthorised access to computing resources.
2.6
Users must be aware of and understand the PCT’s AUP (Acceptable Use Policies) before accepting and using an account.
3. Eligibility
3.1
There are three main categories of people who are eligible for computing facilities:
· All staff who are employees of the PCT.
· Staff who are not PCT employees but who are required, by a particular department, to have access to computing facilities.  This third category, known as non-payroll staff' for the purposes of this policy, is discussed further below.
· Non-Payroll Staff.  Non-payroll staff must be real individuals.  Accounts are not issued to groups, committees, and services or similar.

3.2
The authorising and requesting department takes full responsibility for the computer usage of the staff concerned.  They must notify the Service Desk when the non-payroll staff person leaves or no longer requires computing facilities.
4. Collection of Accounts
4.1
All eligible users should ensure that HR or their Line Manager submits a request to the Service Desk at least 5 working days before commencement of work.  If eligibility is confirmed a username and initial password will be assigned.
5. Restricted Accounts
5.1
It is recognised that when an employee is first engaged, the recruiting manager may not have access to an Electronic Staff Record (ESR) number for the new employee.  The ESR number is an agreed pre-requisite for full access to the PCT Network.  In exceptional circumstances ICT will set up a restricted access account in advance of the employee’s contracted start date.  This account will provide access to H:\ Drive, Internet & Email. Clinical applications such as CIS & RIO will not be available.  It should also be noted that access to S:\Drives will not be permitted until signed authorisation has been given by the folder owner.  Remote access to the network will not be authorised without an ESR number.
5.2
To obtain a restricted access account the recruiting manager should complete a New User request form allowing a minimum of 5 working days. The completed & signed form should be passed to the Service Desk who will create the account. The account will not be activated at this time. Upon arrival the new staff member will be required to sign the New User form and to read & sign the AUP.  The account will then be activated.  If an ESR number is available this time then the account may be upgraded to a full account.
5.3
Note: Restricted accounts requested without an ESR number will be activated for a grace period of 10 working days.  After this date the account will expire automatically.  An ESR number will be required before the account is re-activated.
6. Time Limited Accounts for Temporary Staff
6.1
The use of such accounts should be minimised. Such accounts are a support overhead for the ICT Team.  Members of the PCT requiring access to computing facilities should acquire permanent usernames and use these for the duration of their employment or registration.
6.2
It is recognised that time limited usernames are required under special circumstances: for example, to provide a service for short term projects and short term staff cover.
6.3
The ICT Team has created a pool of approved dedicated accounts.  Such accounts are activated for an agreed specified period, on the basis that a named individual member of staff is completely responsible for them and the pools of time limited accounts are minimised.
6.4
Time limited accounts shall follow the usual username account naming procedures.  Temporary staff and permanent username accounts may, therefore, be differentiated for the purposes of file space allocation, backup, and security.
6.5
Individuals holding a Temporary Username are subject to the same terms and conditions, Policies and Regulations as any other computer user of the NHS Brent Network.  All temporary accounts are full and complete accounts and offer access to the same computing facilities.
7. Account Closure
7.1
User accounts are subject to closure in the following circumstances:
· Leaving the PCT - the account is marked for at or very shortly after leaving.  A 30 day grace period will start with email notification to the user.  After 30 days the account will be closed.  It is expected the individual will arrange for appropriate data held under their account to be made accessible to others for business continuity.

· Staff who have a need to maintain links with the PCT - As above.  Accounts can be kept open past the 30 day grace period if required.  Departments must be willing to sponsor individuals concerned as detailed elsewhere in this policy.

· Dismissal - the account is closed immediately.  Data stored under their account can be released with appropriate liaison with the Head of ICT and appropriate line manager or Head of Department or to an official authority (under normal legal safeguards) if appropriate or required.
· Dismissal where external agencies, in particular the police, are involved - the account is closed immediately.

· Sudden death through "normal" circumstances - the account is disabled immediately.  Data stored under their account can be released with appropriate liaison with the Head of ICT and appropriate line manager or Head of Department if appropriate or required.

· Death involving a subsequent investigation - the account is disabled immediately.  Data stored under their account can be released with appropriate liaison with the Head of ICT and appropriate line manager or Head of Department or to an official authority (under normal legal safeguards) if appropriate or required.

7.2
In all cases data is archived and will be recoverable for a period of time if necessary.
8. Procedure for Accessing Another User’s Account
8.1
Unplanned Absence - Where absence is unplanned and therefore unexpected (i.e. sick leave, personal emergencies), requests for access to an absent NHS Brent employee’s user account must be authorised by the employee’s Line Manager to the IT Helpdesk by e-mail.
8.2
The e-mail from the Line Manager requesting access will need to detail:

· Circumstances of the absence.

· Immediate business reason for the request for access.

· Estimated length of access required.

· Names and job title of Manager for whom access is to be granted.

· Level of Access required (i.e. E-mail account; User’s Home Drive; specific e-mail; etc.).

8.3
Conditions:
· Requests must be made by the employee’s Line Manager or above.
· Requests must be made by e-mail.

· The nominated individual to have access should be in a management or more senior position.

· Upon their return the employee should be informed of the access to their account, the business justification and the nominated individual who had access and the period of time.

· Those provided with access to the account should avoid opening clearly personal documents/emails, and wherever possible restrict themselves to opening only those documents/e-mails required for immediate business purposes.

· E-mails must not be sent on behalf of the absent employee.  Only Read-only access will be granted to a user’s account.
· The Chief Executive’s e-mail authorisation is required to provide a access to a Director’s user account.  If the Chief Executive is unavailable, then two separate Directors are authorised to grant access to a Director’s user account.  The Chief Executive will need to be informed of access granted in such circumstances.

· Under no circumstances should users attempt to gain access to someone else’s account using their logon details and passwords.

· If access is denied for any reason, an appeal by the employee’s Head of Department / Director can be made to the Head of ICT.
· To ensure that access does not remain beyond the time requested, the IT Helpdesk call will remain ‘Open’ until access has been removed.

8.4
Planned Absence - In cases of planned absence such as annual leave, an employee may apply permissions on their (e-mail) account to allow their Manager access.  Only Read-only permissions should be granted.  IT Helpdesk can advise users on how to set these permissions.

9. Monitoring and Review
This policy will be reviewed once a year by ICT.  Auditing of this document should be done at least every two years based on monitoring the effectiveness of the policy in line with legislation and guidelines etc.  An Audit Tool (Appendix 3) or Key Performance Indicator (KPI) will be used for monitoring purposes.  The document Assurance Form (Appendix 2) will be used by Managers to document embedding of policies.

Appendix 1 - Equality Impact Assessment Tool

To be completed and attached to any procedural document when submitted to the appropriate committee for consideration and approval.
	DOCUMENT AUTHOR
	DIRECTORATE

	NAME OF DOCUMENT/POLICY/STRATEGY/PROCEDURE


	NEW                      

EXISTING

ASSOCIATED POLICIES, STRATEGIES OR PROCEDURES 

	DATE
	


Aim/Status

	[a] What is the aim/purpose of the policy/strategy/procedure?



	[b] Who is intended to benefit from this policy/strategy/procedure and in what way?



	[c] How have they been involved in the development of this policy/strategy/procedure?


	[d] How does it fit into the broader corporate aims?



	[e] What outcomes are intended from this policy/strategy/procedure?

	[f] What resource implications are linked to this policy/strategy/procedure?




Impacts

	[a] what is the likely impact [whether intended or unintended, positive or negative] of the 

    initiative on individual users or on the public at large?



	[b] Is there likely to be differential impact on any group? If yes, please state if this impact 

     may be adverse and give further details [e.g. which specific groups are affected, in 

     what way, and why you believe this to be the case]

 

	[i] Grounds of race, ethnicity, 

    colour, nationality or 

    national origin 


	Please tick box

yes             no


	 Please tick box

Adverse?         Please give 

                         further details 


	[ii] Grounds of sex or marital

     Status Women and Men


	yes             no


	 Adverse?         Please give 

                         further details 

	[iii] Grounds of gender:

      Transgender or 

      Transsexual People
	yes             no 


	Adverse?         Please give 

                         further details 


	[iv] Grounds of religion or

      belief:

      Religious /faith or other 

      Groups with a recognised 

      belief system  
	yes              no 


	 

Adverse?         Please give 

                         further details 

	[v]  Grounds of disability
	yes             no


	 Adverse?         Please give 

                         further details 


	[vi] Grounds of age:

      Older people, children

      and Young people                           
	yes             no


	 Adverse?         Please give 

                         further details 

	[vii]   Grounds of sexual 

         orientation:

         Lesbian, gay, bisexual
	Yes               no   


	 Adverse?         Please give 

                         further details 

	[viii] Grounds of carers:

       Older relatives, children
	yes               no    


	Adverse?         Please give 

                         further details 


	[ix] Grounds of human rights

 
	yes               no     
	 Adverse?         Please give 

                         further details 

	Is the policy directly discriminatory?

yes            no  


	Is the policy indirectly discriminatory?

yes                             no 

If you said yes, is this objectively justifiable or proportionate in meeting a legitimate aim

yes                             no 
	Is the policy intended to increase equality of opportunity by permitting positive action or action to redress disadvantage

yes            no 

Please give details.



	If the policy is unlawfully discriminatory it must go to a full impact assessment (please 

Contact the Equality, Diversity & Human Rights Advisor – Human Resources Directorate)


	Persons conducting EqIA


	

	Signed


	Date


If you have identified a potential discriminatory impact of this procedural document, please refer it to the Equality & Diversity Manager together with any suggestions as to the action required to avoid/reduce this impact.

For advice in respect of answering the above questions, please contact the Equality & Diversity Manager.
Appendix 2 - Assurance Form
(User Accounts Policy)

Department: …………………………...

I have read and understood the above document and agree to abide by its content.

	Name
	Signature
	Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix 3 - Audit Tool For The User Accounts Policy

The following are five questions to assess your understanding and implementation of this policy

(Score yourself - Yes or No)

	Do you understand the different definition of documents within the policy?
	Yes / No

	Do you understand the requirement for the main body of a document?
	Yes / No

	Do you understand the Ratification Process for documents?
	Yes / No

	Do you understand the Guidance on the Checklist required for writing documents?
	Yes / No

	Do you understand the process for reviewing / Archiving / consultation and version control?
	Yes / No


If you score No for any of the questions, please re read the relevant section of the policy. If you are still unclear please contact the author / service for clarification

A copy of this should be kept in your personal file and may be used as part of a continuous profession development folder.
Signed………………………………………….   Role……………………………..

Date…………………………………………………….
Appendix 4 - Policy Ratification and Publication
	Policy Title (including version)
	Date

	User Accounts Policy 1.8
	22 January 2010

	Reason for Submission (Please Tick)

	Scheduled Review
□


New Policy

□
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□


Other


√
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This policy updates the User Accounts Policy, but also incorporates policy on granting third party access to a User’s network account.


	Purpose of Policy

	This document outlines the policy for the creation, accessing and closure of a User’s network account.

	Supporting Evidence Please state list of reviewers/stakeholders and their job title (use a separate sheet if required) along with evidence of their participation in the review/creation of the policy.

	Reviewers:

· Head of ICT

· Head of Corporate Affairs

· Head of Governance BCS

· Business Systems Manager

· Technical Services Manager

· Information Governance & Data Protection Officer

	New Policy:
(Please reference sources of Best Practice used, and list applicable legislation)

	N/A

	Reviewed/Amended Policy:
(Please provide full details of changes made, reference sources of Best Practice used, and list applicable legislation)

	Relevant Legislation:

· Misuse of Computers Act 1990

· Data Protection Act 1998

	Policy Equality Impact assessed

	TBC

	Policy Approval 

	Name:
	Mark Easton (CEO), Chair of ICT & IG Programme Group

	Signature:


	Mark Easton

	Date:
	05/02/2010

	Policy Publication 

	Date policy is uploaded on the intranet via the Communications Department

	February 2010

	Policy to be  e-mailed to Heads of Services to discuss at team meetings and staff forums

	TBC

	Policy to be audited annually

	Policy to be audited for compliance in July 2010.

Results to be fed back to ICT & IG Programme Group
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