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Business Continuity in Brent Teaching Primary Care Trust

Executive Summary

The Business Continuity Plan (BCP) aims to ensure the tPCT’s core business is maintained during unexpected interruptions, such as an internal major incident (eg, fire, flood) or a severe or protracted emergency, such as influenza pandemics, in line with the Civil Contingencies Act 2004. 

The Civil Contingencies Act is separated into two parts:

· Part 1 focuses on local arrangements for civil protection, establishing roles and responsibilities

· Part 2 focuses on emergency powers, establishing a framework for legislative measures to deal with the most serious emergencies

The Act divides local responders into two categories. Category One responders include PCTs as organisations at the core of the emergency response with full civil protection duties.

PCTs are, therefore, required to:

i. assess the risks of potential emergencies

ii. establish emergency plans

iii. put in place business continuity plans

iv. establish arrangements to inform the public about civil protection matters and to warn, inform and advise them in the event of an emergency

v. share information with other local responders to enhance co-ordination

vi. co-operate with other local responders to enhance coordination and efficiency

Emergency planning requirements are part of Standards for Better Health (Department of Health 2004).  Core Standard 24 states:

“Healthcare organisations protect the public by having a planned, prepared and, where possible, practised response to incidents and emergency situations which could affect the provision of normal services.”

While service continuity and major incidents are usually separate events, a major incident could occur at the same time as a service continuity issue or be triggered by it.  Business continuity planning should ensure that both elements are coordinated in a time of emergency.

The aim of service continuity is to ensure NHS organisations maintain the highest level of service possible, whatever may happen to the infrastructure.  Such failures occur rarely, but they can have an impact on all aspects of healthcare services, including patient care, staff comfort and health and safety.  Failures in essential support systems, leading to patient evacuation and the temporary closure of wards or clinics, would have a major impact on the rating and income of a healthcare organisation, or could trigger legal proceedings. 

Emergency and contingency planning cannot be carried out in isolation.  All arrangements should be agreed through consultation and individual departments must accept responsibility for their own contingency arrangements. 

Business Continuity Management Policy

1.0 Introduction
1.1 Policy Purpose 

The development of Business Continuity Management is an integral part of Corporate Governance for NHS organisations. The tPCT’s system of internal control is designed to manage risk to a reasonable level rather than to eliminate all risk of failure to achieve policies, aims and objectives; it can therefore only provide reasonable and not absolute assurance of effectiveness. The system of internal control is based on a process designed to:

a) identify and prioritise the risks to the achievement of the organisation’s policies, aims and objectives, 

b) evaluate the likelihood of those risks being realised and the impact should they be realised, and to manage them efficiently, effectively and economically.

1.2   Policy Aim
This policy aims to provide clear guidance for all departments and clinical directorates within the tPCT to support the development of effective service continuity plans. There will be a clear format for identifying key assets, assessing the risks and their impacts. Following the development of the plans there will be a clear path outlined to ensure that they are tested, reviewed and maintained. It is also vital that the plans contain both contingency and recovery components discussing the arrangements made for achieving interim levels of service and time taken to resume full provision of services.

The development of continuity planning will also give the Trust the opportunity to review business practices, examine processes, and improve procedures and practices. It will reduce the likelihood of loss due to interruption to systems and service provision and the probability of any disruption. Incidents causing a significant interruption to service are to be managed by the Major Incident Policy. 

A glossary of terms used within this policy document is defined in Appendix 6. 

1.3  Staff Involved in the Policy Development
This policy has been developed following previous consultation with feedback from Service and Site Managers across the tPCT.

1.4  Related Policies
The principle related policies are the tPCT’s Major Incident Plan, the Incident Reporting Policy and the Risk Management Strategy
1.5 Policy Review

The Business Continuity Plan will be reviewed at least annually or after any implementation of its use following an incident or exercise.  The review process will be overseen by the Risk Management Group.
2.0 Identifying and Assessing Service Continuity Management Risks

2.1 Key Risks

In the first instance Service Continuity Plans have been developed from identified key risks to physical systems and processes within the Trust.  Department Managers have in place plans to reduce the likelihood of and effectively manage any interruption to services.

The key risks to service continuity are identified from various sources including the:

· tPCT’s Strategic Risk Register

· tPCT’s Incident Reporting System  

· West London Community Risk Register (from the Local Resilience Forum)

· Local Risk Registers

The Trust will also work in partnership with external agencies, particularly the Local Authority, to ensure that all risks have been identified.  

2.2 System Failure

The potential impact of system failure may include serious interruption to care delivery, harm to patients, employees or the public, serious adverse publicity for the organisation and financial damage. The impact of the event or failure will be measured by the following criteria: 

· Personal safety

· Patient and public safety

· Loss of function to key systems i.e. utilities, water

· Law enforcement, legal obligations

The Trust’s assets are subject to many kinds of threats. This can be from a direct or an indirect source, for example loss of power, bad weather, loss of personnel or maintenance work. 

2.3 Risk Assessment 
A comprehensive assessment of identified risks will be undertaken in conjunction with the Corporate Governance Directorate and the Local Authority. This policy excludes non-physical risks, for example, financial. The risks need to be managed to reduce them to an acceptable level by putting risk control measures in place:

· risk avoidance - use an alternative system

· risk reduction   - workplace precautions

· risk transfer      - e.g. insurance

Some risks will remain within the Trust and are classed as acceptable, for example, the threat of flood could be low due to the position of a building however water tanks above could burst leaving a residual risk. 

Contingency plans will be developed to ensure that where threats occur actions can be taken to ensure those essential services, systems and business processes continue to function.

3.0   Service Continuity

3.1  Communication pathway for Brent with internal incidents 
An overall communication pathway has been defined for Brent with incidents evolving within the Trust (see Appendix 1). When an “internal” incident has escalated to a point whereby special arrangements need to be put in place to manage it, or where an “external” incident impairs the tPCT’s ability to work normally, the Major Incident Plan will be activated.  This could be due to a wide range of incidents including fire, breakdown of utilities, major equipment failure, evacuation of residents due to a gas leak/fire or pandemic infections.
3.2 Contingency Plans 
Contingency and recovery plans for core services, key systems and business processes have been developed forming an integral part of existing management processes including, where appropriate, external agencies. The plans will be maintained, tested and be ready to be implemented. The management of risks to service continuity will ensure that wherever possible, the organisation can continue to operate to, at least, a minimum predetermined level.   

4.0   Content of Service Continuity Plans

Service Continuity Plans will be used in unfamiliar circumstances and it is probable that the staff putting them into effect will be under stress. The plans need to be as comprehensive and as detailed as possible to avoid placing unnecessary decision-making on the staff involved in the incident. A template for the development of Service Continuity Plans is in Appendix 3. 

5.0   Recovery Plans
Following an event or incident that necessitates the implementation of a Service Continuity Plan, recovery plans will be implemented to enable full restoration of services and systems.  External agencies will be responsible for developing their own plans and where they interface with Trust plans, the two agencies will liaise as appropriate to ensure they work in an integrated way. 


Recovery Plans place an emphasis on ‘technical’ skills, appropriate to the system affected, for example the Estates or IT Department. These departments have recovery plans held within their department. 

6.0   Maintaining and Reviewing Plans

The Service Continuity Plans are maintained by being subject to regular review and update at least annually, to ensure their continuing effectiveness. Responsibility will be assigned for regular reviews of each plan to the relevant department. There will be someone who will have managerial responsibility within the department with major involvement for implementing the Contingency Plan. 

7.0 Change Control  

There is a formal change control process in place to note any changes and time schedules. The master copy of the plans will be changed accordingly, the version number of the plan logged on each copy and the updated plans distributed, with appropriate training, where necessary. 

There are multiple, controlled copies of the Service Continuity Plans, held in different locations and where possible on different sites. There is one copy of each contingency plan held in a central location as the official copy and as a back up. This will ensure that in the event of a major event or disaster, at least one copy will be accessible.

8.0   Testing Business Continuity Plans

The Business Continuity Plan is tested annually or after any major change. The testing will not put essential services at risk. The testing methods will be practical, cost- effective and appropriate to the situation promoting confidence in the plan. 

9.0 Recovery Testing
Recovery testing is concerned with the testing of procedures, both manual and system for Brent with recovery from any incident. The components tested will include restoring integrity, transition to and from the contingency phase, and manual back-up procedures.  

10.0 Responsibilities of Initial Response

The responsibility for the initial response is outlined in Appendix 1, where clear guidelines for the escalation of an interruption to service are detailed. Both the escalation process and Business Continuity Plan will be used in conjunction the Major Incident Plan.  

11.0 Public Relations and Media

The Trust has a responsibility to provide timely, accurate information to the media in the event of service interruption and failures. All contact with the press and media will go through the Communications Department/Manager).  If they are not in the office then calls should be directed to the on-call Director/Senior Manager.  
12.0 Post Incident Review Process

After an incident or event where contingency plans have been triggered it is important that all personnel involved take part in a post-incident review. It is important to learn from the experiences gained from initiating the contingency plans and ensure the lessons learned are embedded into future policy and practice.
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Appendix 1

Service Continuity Management

Procedure for Communication and Management of Service Interruption

1. Notification Procedures During Office Hours

In the event of an internal incident during office hours (Monday to Friday 09:00 to 17:00 hours excluding public holidays) the Site Facilities Manager, e.g. Estates, ICT, together with the Service Manager of the department affected, will assess the impact of the criticality of the loss or failure. If it is likely there will be an interruption to service, the Service Manager of the department affected will liaise with the appropriate Director with responsibility for that directorate informing them of the impact of the loss of service. 

The Support Department Manager in conjunction with the affected department’s Service Manager will then liaise to coordinate the local response to the situation. The Chief Executive and on-call Director will be informed at this point. 
An example of such an internal incident may include a minor flood to part of a health centre or telephone communications failure at a tPCT site.
Where an incident escalates to impact on wider service provision and/or the wider population then the on-call director will be notified and the Major Incident Plan activated.  At this point the on-call Director will be responsible for co-ordinating the tPCT response to the incident (e.g. a flood or utility failure that means that staff or patients need to be evacuated and arrangements made to offer services from an alternative site).
The escalation trigger for activating the tPCT Major Incident Plan will sometimes involve a judgement call by the on-call Director but essentially the definition of a major incident should be the reference point in the decision-making process.  A major incident is any event whose impact cannot be handled within routine service arrangements and requires the implementation of special arrangements or procedures by one or more of the emergency services, the NHS, or a Local Authority to respond to it.
Please see attached flow chart for communication and management of service provision within office hours.

2. Notification Procedures Out of Hours  

“Out of hours” is defined as outside of Monday-Friday 09:00 and 17:00 office hours. In the event of an incident occurring out of hours the relevant staff member will notify the on-call manager.  The on-call Manager will, if appropriate, contact the on-call support service, e.g. Estates, as soon as possible. The impact of the loss or failure will be assessed by the on-call Manager and on-call Support Service Manager.  

If it is likely that there will be an interruption to service, the On-Call Director will be contacted who will make the decision to implement the relevant contingency plans. If the service interruption is assessed as serious/major the on-call Director will activate the Major Incident Plan and inform the Chief Executive. 

Please see attached flow chart for communication and management of service provision out of hours.

Communication and Reporting Arrangements for Incidents Involving Interruption

of PCT services

In-hours
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Communication and Reporting Arrangements for Incidents involving interruption of tPCT Services

Out of Hours 
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Appendix 2     Risk Grading Matrix and Assessment Tool for Service Interruption
The same risk grading tool (also known as risk matrix / risk assessment tool) is used by the tPCT for all risk processes (risk assessment, Risk Register, incident reporting and near miss assessment) and risks are measured according to the following formula.  The tool can be used as the basis for identifying acceptable and unacceptable risks.

For some risks there may be physical as well as financial consequences. When assessing the score for the consequences of such a risk, the clinical assessment (e.g. serious injury or death) will always take precedence over the financial assessment.

Risk Grading Tool

Risk = Consequence * Likelihood
Likelihood: 

Q: How likely is the risk to occur?

E.g. how likely is it that there could be a breach of patient confidentiality due to information being stored on computers without passwords?

Choose the most appropriate level from the categories below:

	Qualitative Measures of Likelihood

	LEVEL
	DESCRIPTOR
	DESCRIPTION

	1
	Rare
	Can’t believe the risk will ever happen

	2
	Unlikely
	Do not expect the risk to happen but it is possible

	3
	Possible
	The event may occur occasionally

	4
	Likely
	The event will probably occur but is not a persistent issue

	5
	Almost Certain
	The event will undoubtedly occur, possibly frequently


Consequence: 

Q: What is the consequence (impact) of the risk?

E.g. if the breach of patient confidentiality occurs, what would its consequence be?

	Qualitative Measures of Consequence



	Description
	PERSONS (PATIENTS/ STAFF/ VISITORS ETC)
	Numbers of persons AFFECTED
	ORGANISATION IMPACT

	(5) Catastrophic
	· Death or multiple deaths involving any persons
· Or Near Miss which could have resulted in death 

	· >50 e.g. cervical screening concerns, vaccination error, building collapse, asbestos exposure
	· Potential closure of the tPCT
· International adverse publicity/ severe
· loss of confidence in the organisation
· Extended service closure

· Litigation > £1 million

	(4) Major
	· Major permanent harm
· Procedures involving the wrong patient or body part
· Known or suspected case of health care associated infection which may result in major permanent harm, e.g. Hepatitis C

· Rape (but only on determination that a rape has actually occurred, or the organisation believes there is sufficient evidence to make the allegation a serious one)

· Any amputation or loss of sight of employee or contractor

· Or Near Miss which could have resulted in the above 
· Increased length of stay >15 days
· Increased level of care >15 days
· Excessive injuries.
	· 16-50
	· National adverse publicity/ major loss of confidence in the organisation
· Temporary service closure
· Litigation > £500k- £1 million 
· Major environmental implications
· Major financial loss
· Major loss of reputation
· Major business interruption


	(3) Moderate
	· Semi-permanent harm (up to 1 year) including-
· Known or suspected health care associated infection which may result in non permanent harm
· Any fracture or severe physical trauma suffered by Trust employee or contractor

· Or Near Miss which could have resulted in the above
· Medical treatment required
Increased length of stay >8-15 days

· Increased level of care >8-15 days
	· 3-15
	· Local adverse publicity/ moderate loss of confidence in the organisation
· -Litigation > £50k- £500k
· Moderate environmental implications 
· Moderate financial loss
· Moderate loss of reputation 
· Moderate business interruption

	(2) Minor
	· Non-permanent harm (up to 1 month) including- Known or suspected health care associated infection which may result in non permanent harm
· Any injury to staff member or contractor resulting in more than three days absence

· Or Near Miss which could have resulted in the above 
· First-aid treatment
· Increased length of stay <1-7 days 
· Increased level of care 1-7 days
	· 1-2
	· -Litigation <£50k
· Low financial loss
· Some loss of reputation.

	(1) None
	· No obvious harm 
· No injuries.


	· N/A
	· Minimal impact, no service disruption

· Little or no financial loss.


Step 3.
Level of Risk: 

Q: What is the level of the risk?

Combining consequences and likelihood to assess the level of each risk.

	Level of Risk



	
	Most likely consequence (if in doubt grade up, not down)



	Likelihood of occurrence
	None (1)
	Minor (2)
	Moderate (3)
	Major (4)
	Catastrophic (5)

	Rare (1)
	1
	2
	3
	4
	5

	Unlikely (2) 
	2
	4
	6
	8
	10

	Possible (3)
	3
	6
	9
	12
	15

	Likely (4)
	4
	8
	12
	16
	20

	Almost certain (5)
	5
	10
	15
	20
	25


Risk Key

	Red (15-25)
	High risk

	Amber (8–12)
	Moderate risk

	Yellow (4–6)
	Low risk

	Green (1-3)
	Very low risk


3.
Risk Treatment

The above four categories of risk provide an initial prioritisation for management action. The precise timing of actions will be set out in the Action Plan. In general, the four categories of risk will be treated as follows: 

Further Action Required Based on the Risk Grading

	Risk Level
	Further Action
	By Whom

	High (RED)
	Significant risk:

· Immediate action required

· Director must be informed and he/she to take responsibility for immediate action planning

· Report to Board identifying treatment options (use action plan template)

· Quarterly report to the Board monitoring progress on treatment action plans
	Director

	
	
	

	Moderate (AMBER)
	· Urgent senior management attention required

· Agree action point within 1 month with deadline for completion of no more than 6 months

· Report to Clinical & Corporate Governance Committee (CCGC) identifying treatment options

· Quarterly report to CCGC monitoring progress on treatment action plans
	Senior Management

	
	
	


	Low (YELLOW)
	· Specific responsibility for risk assessment and action planning must be allocated to a named person

· Deadline for completion will be within 6 to 24 months and will depend on resource availability

· Discuss whether any further action should be taken to reduce future risk


	Team Leaders

	
	
	

	Very Low (GREEN)
	Acceptable Risk.

· Can be managed by routine procedures

· Record on risk register

· Inform all appropriate stakeholders


	All staff

	
	
	


Risk Register Template: Brent tPCT

	Directorate / Unit :
	

	Specific Area (Specialty, Ward etc):
	

	Date:
	


For guide to what should be in the columns, see below.

	Objective Ref. (1)
	Risk Ref. (2)
	Sub Register Ref. (3)
	Risk Description (4)
	Current measures (controls) in place

(5)
	Effectiveness & Assurance

red,  amber, green

(6)
	Risk Assessment

(7)
	Risk Level (8)
	Ownership (9)
	Action Plan Ref. (10)
	Review date (11)
	Risk Ranking (12)

	

	
	
	
	
	
	
	Consequence
	Likelihood
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	Risk Level (rating) key 

	Red (15-25)
	High risk

	Amber (8–12)
	Moderate risk

	Yellow (4–6)
	Low risk

	Green (1-3)
	Very low risk


	Risk treatment schedule & plan: Brent tPCT
DIRECTORATE / Unit:







Date of risk review:




Compiled by:



Date:




Reviewed by:



Date:





	Risk Ref.
	Possible Treatment Option(s)
	Preferred Option(s)
	Risk Rating after treatment (Impact x Likelihood)
	Result of cost/benefit analysis
	Person responsible for implementation of option
	Timetable for implementation
	How will this risk & treatment options be reviewed and monitored?
	Progress to date

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


Note:  This form may be enlarged on A3 sized paper in order to facilitate handwriting of information or else it can be set up on an electronic spreadsheet.
	Risk action plan: Brent tPCT


	DESCRIPTION OF RISK/ issue (what can happen & how it can happen):

· 

	REF (from risk register / assurance framework):



	SUMMARY – RECOMMENDED RESPONSE AND IMPACT

The PCT should….

	ACTION PLAN



	Proposed action

	Resource requirements

	Lead Person / Department
	Completion date

	Reporting & monitoring required
	Completion status (from 0 = not started to 100% complete)

	· 
	
	
	
	
	

	· 
	
	
	
	
	

	· 
	
	
	
	
	

	
	
	
	
	
	

	cOMPILER:





 


REVIEWER:





DATE:









DATE:
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                                                                                                                                                     Teaching Primary Care Trust

                                                                                                Working with our partners for a healthier Brent

Appendix 3

SERVICE CONTINUITY PLAN

	Directorate/Department 
	

	Site
	

	Author
	

	Date
	

	Version Control
	

	Person responsible for review
	

	Date for review
	


1. Introduction

In the event of system failure causing a significant interruption to a specific service or department, it is vitally important that measures are put in place to maintain a minimum level of service. This will ensure that patients, staff and the public are safeguarded against injury or ill health. Such key risks are likely to be associated with, for example, failures of utilities, IT systems, telecommunications, adverse weather and capacity issues. It is the responsibility of the Directorate Management to ensure that key risks have been identified and Service Continuity Plans have been completed.

Such contingency plans will be used under unfamiliar circumstances and it is probable that the people putting them into effect will be under stress. Therefore the plans need to be as comprehensive and as detailed as possible to avoid placing unnecessary decision-making on the shoulders of the people involved at the time. 

These Service Continuity Plans should be used in conjunction with the tPCT’s Business Continuity Plan. The Communication Pathway (Appendix 1 of the PCT Business Continuity Plan) provides guidance to senior staff on the escalation process and management of the incident.  The Incident Response Form should be completed by the most senior member of staff involved in coordinating the response to the incident locally (Appendix 5). 

2. Identifying Key Risks

You will be able to identify the key risks to service continuity from department risk reviews or the neighbourhood risk register, the tPCT’s Strategic Risk Register, and the tPCT’s Incident Reporting System as well as responding to events as they occur.  Document and assess the key risks using Appendix 2 (Risk Assessment Tool) from the Business Continuity Plan.    

It is important to ensure that safeguards have been put in place to reduce impact and likelihood of future failure and are documented on the risk assessment form.   

3. Content of Service Continuity Plans

It is essential that Service Continuity Plans are developed to ensure that where threats occur, actions can be taken to ensure those essential services, systems and business processes continue to function. When completing contingency plans it is important that the critical services that you provide are clearly documented within the plan. 

In particular, Service Continuity Plans should address:

· Specific physical requirements i.e. supplies, IT provision

· Changes in staffing requirements

· Communication requirements

· What services the contingencies represent

· Criteria for implementing the plan i.e. triggers 

· Who to inform in the event of an incident to ensure the appropriate personnel are aware and are able to coordinate the response

· Initial contacts e.g. suppliers, stand- by facilities 

· Prioritising services at risk e.g. water supply to critical areas, hydration of patients, infection control issues.

· Accessing specialist equipment   
 
In particular you will need to consider the impact of the following potential scenarios listed below and any other risks identified by your department:
· Damage or denied access to premises (e.g. fire, flood)

· Power outage (electricity, gas)
· Water Failure

· Loss of or damage to ICT/ information systems 
· Non-availability of key staff/skills (due to sickness or high vacancy rates)

· Loss of key partners or resources (e.g. removal of clinical waste, main suppliers, equipment maintenance)

4. Testing and Review

Your service’s plan should be reviewed on an annual basis or more frequently where there has been a change in service provision or following an incident.  
5. Post incident review process

Following recovery from an incident/event and when the service you provide is ‘back to normal’ it is important that the main personnel involved take part in a post-incident review led by the service manager and in liaison with a member of staff from corporate services. It is important to then incorporate the learning from an event that has caused a significant service interruption into your Service Continuity Plan. 
Service Continuity Plan – Business Impact Analysis

To be completed electronically by Service/Department Manager.

	Name of service / department:

	

	Name of person(s) completing this document:

	


About your Work Area 

	Location and address(es):

	

	Floor and room numbers (if appropriate):

	


Does your department / service work from any other location?

	Yes: 

	 FORMCHECKBOX 


	No:

	 FORMCHECKBOX 



	If Yes, please give details:

	


	Details of potential alternative work area/building, eg could you work from another identified building:

	


 Staff

	How many staff are in your service / department:

	

	Please list the services you provide:

	


	Please list the core service functions your department / service provides (this list needs to be comprehensive and cover each function of your service).  Please highlight any critical service functions in bold to distinguish them from the non-critical core functions:

*Critical means an essential service function that must be maintained at all times to ensure the safety of patients (eg. care of palliative care patients in the community or patients just discharged from hospital).   If in the event of a major incident (eg. fire, flood at a PCT site) you are able to cancel a service function for a day/s then the function should not be defined as critical (eg. child health clinic or podiatry clinic).  

	


	Who is ultimately responsible for the service (Directorate responsibility):

	


Suppliers and Stakeholders

	Who are your stakeholders / patients / customers - i.e. who depends upon your service?

	


	Are there any suppliers to your service upon whom you depend:

	Supplier:
	What do they supply:

	
	

	
	

	
	


Loss of Service – Impact Analysis

	How would loss of your service impact on:


	Score 1-5 (5 high impact, 1 low impact): 

	tPCT/NHS departments
	

	Patients/Community
	

	(Other) Independent Contractors
	

	Other services you provide
	

	Finances
	

	Reputation
	


	Please estimate which services would be required or need to be provided in relation to the following timeframes if disrupted / interrupted:

*eg. you may assess that in the event of an incident 10% or no service must be maintained for up to a week without detriment to patient safety, but after that a limited service (20%) must be offered. 

	Timeframe: 
	% level of total service:
	Which service functions and why:

	1 hour
	
	

	1 day
	
	

	2-6 days
	
	

	1 week or more (protracted incidents)
	
	

	1 month or more
	
	


	Would the level required vary at different times of the month/year, please state why:



	


Resource Requirements 

Staff

To answer this question, please bear in mind your answers to the last two questions.  Your service might for instance, have 25 staff – but you may only need, say 8 staff, to run a very basic service, although those 8 staff may be needed within 24 hours, or to work continuously. 

	Time: 


	Number of staff required:
	Could any of these staff work from home? Please indicate how many:
	Would they need IT equipment to work from home? If Yes, please indicate what would be required:
	Would they need any other specialist equipment in order to operate from home? If so, state what they would need:

	First 24 hours of disruption
	
	
	
	

	24 – 48 hours
	
	
	
	

	48 hours – 6 days
	
	
	
	

	1 week – 2 weeks
	
	
	
	

	2 weeks plus
	
	
	
	


ICT 
What software would be required (e.g. what systems does your service / team use)?  

	First 24 hours 

	24 – 48 hours

	48 hours – 6 days
	1 week – 2weeks
	2 weeks plus

	
	
	
	
	


Vehicles

Please note any vehicles required:

	First 24 hours
	24-48 hours
	48 hours – 6 days
	1-2 weeks
	2 weeks plus

	
	
	
	
	

	
	
	
	
	


Specialist equipment

Please note any equipment required that is not identified elsewhere in this questionnaire.

	First 24 hours
	24-48 hours
	48 hours – 6 days
	1-2 weeks
	2 weeks plus

	
	
	
	
	


How much IT equipment does your team have?

	PCs
	Laptops
	Printers
	Other IT equipment (please describe)

	
	
	
	


How many of these would be required immediately in an incident and thereafter? 
	First 24 hours 



	24 - 48 hours
	48 hours – 6 days
	1 – 2 weeks

	PCs


	Laptops


	Printers



	Other
	PCs


	Laptops 
	Printers



	Other
	PCs


	Laptops 
	Printers



	Other
	PCs


	Laptops

 
	Printers


	Other

	2 weeks plus

	

	PCs


	Laptops 
	Printers
	Other




Is there any other equipment required for your service? (For example, digital cameras, clinical equipment, etc)

Please note both equipment and amount required

	First 24 hours 

	24 - 48 hours

	48 hours – 6 days
	1 week – 2 weeks
	2 weeks plus

	
	
	
	
	


Data

	What information do you need for your service to operate, and where is it held?

	


Please state what the data is:
	Description of data
	Format of data

E = electronic

P = Paper
	Where is the data stored (please be specific – room and floor where relevant)
	How much of this data do you hold (see definitions below)
	If you are not the data owner, who is and how is this managed?
	What is the importance of this data? – A, B, C, D or E?  (See definitions below)
	When would this data be required?

	
	
	
	
	
	
	


	Amount
	Definition

	Small
	Less than half a dozen paper files; less than a dozen floppy disks

	Medium
	More than half a dozen paper files; more than one dozen floppy disks or more than one CD

	Large
	More than one dozen paper files; more than half a dozen CDs


	
	Importance definition

	A
	Necessary for legal reasons / statutory obligations


	B
	Loss would have an unacceptable affect on finances


	C
	Necessary for acceptable delivery of service

	D
	None of the above

	E
	All of the above


Essential Documentation

Does your service / team use particular stationery without which it would be difficult 

to function?  Examples can include letterhead paper, or forms for specific purposes.

	Item

	

	

	

	

	

	

	

	

	

	

	

	


Service Continuity Plan

Service / Department: 

Directorate:

Form completed by:  





Date:     

      


Date for review (annual review):    

	Core Function / Service

(list critical core functions first & highlight in bold).
	Resources Required to Deliver Core Function / Service (eg. departmental premises, staff, equipment)
	Risks Associated with Loss of Core Function
	Actions Required to Mitigate Risks
	Contingencies to Maintain Core Functions (eg. borrowing equipment, use of alternative premises)
	Person Responsible for Overseeing Contingency Planning and Activating Plans for the service

	Core function 1


	
	
	
	
	

	Core function 2


	
	
	
	
	

	Core function 3


	
	
	
	
	


*Add more columns if required
Appendix 4 

A. Water

Senior Manager - Incident Management Team Action Card

This action card is to be used in conjunction with the Business Continuity Policy and department/s Service Continuity Plan/s, in the event of a loss or failure, which would cause a significant interruption to service continuity. As the Service Manager or on-call Manager you should take the following action:
1.   Follow the escalation process using the Communication Pathway in Appendix 1.   

2. Liaise with the appropriate lead from the Estates Department e.g. engineer or if out of hours on-call Estates Manager, to assess the impact of the failure or disruption. Attend the scene where appropriate. Use Risk Assessment Tool in Appendix 2.

3. Ensure that you communicate effectively with the most senior member of staff on-site who has been managing the event to coordinate an emergency response. 

4. The Incident Response Form (Appendix 5) should have been initiated. If not, please instruct them to complete and hand over the details to you to continue the process.

5. Find out the cause and timescales of the failure and an estimate of recovery time. If it is due to an external cause, Estates / ICT will have liaised with relevant external agencies to obtain the necessary information 

6. Ensure that the Directorates/Departments affected by the potential or actual loss of services are fully briefed. 

7. Ensure they complete an assessment of the impact of the loss of service and how it may affect their ability to provide a safe minimum level of service.

8. Thames Water may be able to provide drinking water for patients and staff.

9. There may be a need to contact other agencies for emergency supplies i.e. alcohol hand rub for hand washing.  

10. Contact Infection Control for specialist advice when isolating and restarting water supply. 

11. If there is suspected contamination the water will need to be drained from pipes to prevent further use – Estates will action this.   

Appendix 4 

B. Power Outage

Service Manager / 0n-call Manager - Action Card

This action card is to be used in conjunction with the Business Continuity Policy and department’s Service Continuity Plan, in the event of a loss or failure, which would cause a significant interruption to service continuity. As the Service Manager or on-call Manager you should take the following action:
1.  Follow the escalation process using the Communication Pathway in Appendix 1.   

2. Liaise with the designated lead from the Estates Department e.g. Electrician or if out-of-hours on-call Estates Manager, to assess the impact of the failure or disruption. Attend the scene where appropriate. Use the Risk Assessment Tool in Appendix 2.

3. Ensure that you communicate effectively with the most senior member of staff on-site who has been managing the event to coordinate an emergency response. 

4. An Incident Response Form (Appendix 5) should have been initiated. If not, please instruct them to complete and hand over details to you to continue the process.

5. Find out the cause and timescales of the failure and an estimate of recovery time. If it is due to an external cause Estates / IT will have liaised with relevant external agencies to obtain the necessary information. 

6. Ensure that the Directorates/Departments affected by the potential or actual loss of services are fully briefed. 

7. Ensure they complete an assessment of the impact of the loss of service and how it may affect their ability to provide a safe minimum level of service.

Power

8. Inform neighbouring Trusts where appropriate of situation and possible increased workload.   

9. Liaise with high priority areas such as (to be inserted by appropriate Directorate), surgeries/health centres and ascertain numbers and find out where and how many patients will be affected by the power outage.
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C. ICT Failure

Service Manager / on-call Manager - Action Card

This action card is to be used in conjunction with the Service Continuity Policy and department contingency plans, in the event of a loss or failure, which would cause a significant interruption to service continuity. As the Service Manager or on-call Manager you should take the following action:
1. Follow the escalation process using the Communication Pathway Appendix 1.   

2. Liaise with the Estates or ICT Department or on-call Estates Manager out of hours to assess the impact of the failure or disruption. Attend the scene where appropriate. Use Appendix 2 Risk Assessment Tool.

3. Ensure that you communicate effectively with the most senior member of staff on-site who has been managing the event to coordinate an emergency response. 

4. The Incident Response Form (Appendix 5) should have been initiated. If not, please instruct them to complete and hand over details to you to continue the process.

5. Find out the cause and timescales of the failure and an estimate of recovery time. If it is due to an external cause Estates / IT will have liaised with relevant external agencies to obtain the necessary information.
6. Ensure that the Directorates/Departments affected by the potential or actual loss of services are fully briefed. 

7. Ensure they complete an assessment of the impact of the loss of service and how it may affect their ability to provide a safe minimum level of service.

ICT Failure 
8. If there is a loss of the Data Network due to cable damage, ICT will obtain costs to repair/replace and arrange to have the replacement or repair carried out. 

9. The ICT Lead will keep you up to date with regular reports including delays in the recovery of the Network or Systems to key users. 

10. If the loss of network is significant and the recovery time is going to be lengthy it may necessary for ICT to initiate recovery and temporary network access via external source.        
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D. IT failure

Senior Manager ICT – Action Card
This action card is to be used in conjunction with the Service Continuity Policy and department contingency plans, in the event of a loss or failure, which would cause a significant interruption to service continuity. As the designated IT lead you should take the following action:
1. Follow the escalation process using the Communication Pathway Appendix 1.   

2. Ensure that you communicate effectively with the most senior member of staff on-site who has been managing the event to co-ordinate an emergency response. 

3. Liaise with the appropriate Service Manager or on-call Manager out of hours, to assess the impact of the failure or disruption. Attend the scene with them. Use the Risk Assessment tool in Appendix 2 to inform your assessment.

4. Find out the cause and timescales of the failure and an estimate of recovery time. If it is due to an external cause contact the appropriate agency to obtain report and an estimate of recovery time.  Communicate this to the Service Manager.

5. Ensure that the Directorates/Departments affected by the loss are fully briefed.  The service manager or on-call manager will be able to help you with this. 

6. If there is a loss of the Data Network due to cable damage, obtain costs to repair/replace and arrange to have the replacement or repair carried out.

7. Communicate any delays in the recovery of the Network or Systems to key users and the on-site person co-ordinating. 

8. If the loss of network is significant and the recovery time is going to be lengthy it may be appropriate to initiate recovery and temporary network access via external source.        

Appendix 5  - Incident Response Forms
The purpose of this record is to ensure that in the event of an incident, which is likely to cause an interruption to service for example water failure, power outage, that appropriate action is taken. It is to be used in conjunction with the tPCT’s Business Continuity Policy and appendices, in particular the Risk Assessment Tool (Appendix 2 and Communication Pathway (Appendix 1). This record should be completed by a senior member of staff undertaking a significant role in the management of the service interruption at the local level.  

	Summary of Events

	Give a brief outline of events including location, date and time

                                                               Impact score using Step1 on Risk assessment for service interruption 

	Reported by:                                             (Print Name)        Department:

Signature:                                                                             Date & Time:


	Initial Impact Assessment
	Tasks
	Notes/Activity Log

	Is there a risk to Health and Safety? E.g. Immediate physical threat to patients or staff   


	· Evacuate the immediate area 

· Implement existing plan e.g. Fire drill, Bomb Threat 
	

	Conduct an immediate assessment in liaison with Estates/ support service management using step1 of the risk assessment tool (Appendix 2)
	· What systems are affected?

· How long will the failure last?

· Who should be informed?

· Is specialist help required? 

· How long will it take to recover the service?
	

	Is Escalation required?

Follow communication pathway (Appendix 1)

	· Recover system if able  

· Has the Risk Manager been informed?

· Out of hours contact on-call Manager
	

	Action Required
	Tasks
	Notes/Activity Log 

	Liaise with Support Service Manager
	· Notify Communications Manager to deal with any press enquiries where appropriate. 
· If not available, then notify on-call Director.
	

	
	
	


Incident Log Sheet

The Service Manager with responsibility for co-ordinating the local response to the event should use this log sheet locally on-site.

Incident Date:




            Director with responsibility:

Service Manager:

	Date
	Time
	Entry By
	Action / Information / Discussion

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Signed (Service Manager/ on-call Manager) 





Date ___/___/__


TELEPHONE MESSAGE LOG

This log sheet is to be used at the scene of the event by the Service Manager co-ordinating the response to the event locally.

	TIME CALL RECEIVED
	CALLER/DESIGNATION

CONTACT NUMBER
	MESSAGE   
	ACTION REQUIRED
	TIME ACTION TAKEN



	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


A copy of the log should be retained

Appendix 6
Glossary of Terms and Definitions

	Asset
	Anything that has a value to the organisation.

	Business Processes 
	Series of operations or courses of action, undertaken by, or on behalf of an organisation and linked to its objectives. 

	Change control
	Assessing the impact of potential changes, their importance and affects, and determining whether to authorise them for incorporation. 

	Clinical Governance
	A framework through which NHS organisations are accountable for continuously improving the quality of their services and safeguarding high standards of care by creating an environment in which excellence in clinical care will flourish.
 

	Consequence
	The outcome of an event expressed qualitatively or quantitatively.



	Contingency Plan
	A planned course of action to be followed after an unexpected event, which threatens to disrupt the continuity of normal business activities 

	Controls Assurance
	A process designed to provide evidence that NHS organisations are doing their ‘reasonable best’ to manage themselves, in order to meet their objectives and protect patients, staff, the public and other stakeholders against risks of all kinds. 

	Corporate Governance
	The systems and processes by which healthcare bodies lead, direct and control their functions, in order to achieve their organisational objectives and by which they relate to their partners and wider community. 

	Events
	Incidents or situations, occurring in particular places during particular intervals of time.

	Frequencies
	Measures of rates of occurrence.

	Impact
	The result of an event or incident on the organisation. 

	Incident
	Any event or circumstance that may lead to unintended or unnecessary harm or damage involving any person or property 

	Interruption
	Act that prevents an authorised service or activity from proceeding to specification.

	Likelihood
	Qualitative description of probability or frequency


	Loss
	A negative consequence, financial or otherwise. 

	Recovery
	The restoration of an information system back to an error free and secure state from which normal operation can resume. 

	Recovery Plans
	Formulated method for achieving the full restoration of services within a predetermined timeframe.

	Residual risk
	The remaining level of risk after controls or risk treatment measures are applied.

	Risk
	An assessment of the probable impact on an asset by a particular threat exploiting a particular vulnerability.

This can be viewed as:

Risk  =  Impact  x  Threat  x Vulnerability  

	Risk acceptance
	A managerial decision to accept a certain degree of risk, usually for technical or cost reasons.   

	Risk Assessment
	Assessment of threats, impacts and vulnerabilities on organisational assets to enable measures to be taken to reduce the identified risks

	Risk Management
	The culture, processes and structures that are directed towards the effective management of potential opportunities and adverse effects. 

	Service Continuity
	The management of risks to ensure that at all times and circumstances an organisation can continue to operate core services to, at least, a minimum pre-determined level. 

	Stakeholders
	People or organisations who may affect, or be affected by, or perceive themselves to be affected by, a decision or activity.   


Appendix 7 -  Proposed Prioritisation of Services in the Event of a Severe and/or Protracted Major Incident in Brent tPCT
1. Severe or Protracted Major Incidents

In a severe or protracted incident, irrespective of the cause, the Executive Team will make decisions about how to manage the incident response based on the information provided by managers and senior clinicians and in consultation with independent practitioners and the LMC.  The Executive Team will then decide:

· which essential services the site/PCT/GP practices will continue to deliver (generally the priority services outlined in section 2)

· which services the site/PCT/GP practices would like to continue to offer where possible

· which services can cease in the short /mid /long term until the major incident is declared over.

2. Prioritisation of tPCT Services

District Nurses

· ‘G’ grade nurses will decide which patients must been seen that day using weekend type services as a model.

· Patients not on the above list will either be referred to other primary care teams or where mutual aid is not possible, contacted by phone and informed that they will not be seen that day.  

· ‘G’ grades will inform the manager which staff are visiting patients who must be seen that day and which staff are available for other duties.

· District nurses who have not been assigned patients will free themselves up to be part of the clinical team dBrent with the major incident. 

· “G” grades will continually re-assess the health needs of patients on their caseloads in order to prioritise those patients that need to be seen.

Health Visitors (HVs)

· Cancel all work unless considered a priority.

· Cancel routine child health clinics 

· Set up a help desk to cover HV service enquiries

· Inform service users of the situation in the most appropriate manner

· HVs will free themselves up to be part of the clinical team dBrent with the major incident

· HVs will inform the manager of their availability

School Health Advisers (SHAs)

· Cancel all work unless considered a priority such as covering special schools 

· Inform schools of cancelled visits/sessions

· SHAs will free themselves to be part of the clinical response team dBrent with the major incident

· SHAs will inform the manager of their availability.

Allied Health Professionals and other Clinical Staff

· Cancel all work unless considered a priority (eg. Physio in ITU)

· Allied Health and other clinical staff will free themselves to be part of the clinical response team dBrent with the major incident

· AHPs and other clinical staff will inform the manager of their availability.
A&C Staff 

· Administrative staff (excluding reception and front-of-house staff) will free themselves up to be part of the administrative team dBrent with the major incident response, after covering prioritised work of the DNs, HVs, SHAs, and AHPs as requested.

· A&C staff will inform the manager of their availability.
3. Building Capacity to Support Essential Core Services

The following strategies may be employed to build capacity and maintain essential services in a protracted incident across the Brent Health and Social Care Economy:

· Community Nurse Specialists redeployed to work with District Nursing Teams

· Other specialist nurses redeployed to appropriate clinical areas

· Neighbourhood Nurse Leaders redeployed to appropriate clinical areas

· Clinicians working in managerial/professional development roles redeployed to appropriate clinical areas

· Redeployment of AHPs to appropriate clinical areas

· Redeployment of clerical and administrative staff to different service areas

· Redeployment of managers to different service areas 

· Use of NHS Professionals

· Increased use of specific internal service Help Desks to deal with patient/client telephone enquiries

· Redirect patients/clients to NHS Direct

4. Additional Strategies

The following additional strategies may also be employed: 

· Prioritisation and triage

· Centralising specific services at certain sites (eg leg ulcer clinics, family planning clinics, phlebotomy)

· Redirect patients/public to other services, eg. family planning patients to clinics in other PCTs if mutual aid is available or to community pharmacists

· Setting up temporary PMS services in consultation with the PEC and LMC.

· Where dependent clients receive both health and social care these roles should be merged.

· Use of retired staff 

· Use of carers, volunteers and families to provide care

5. GP Practices

In a protracted incident GP practices may need to consider the following:
· Working to essential services as outlined in the GP contract, ie. to see all who require immediate and necessary care

· Suspend all chronic disease management clinics and travel appointments to free up nurse time

· Suspend all normal cervical smear recall up to 6 months (unless previous abnormal smear)

· Suspend medication reviews on well patients for 3-6 months

· Oral contraceptive pill prescriptions in well women issued without seeing patient for a longer period 

· Less monitoring of long term conditions unless clear clinical need is indicated (for up to 3 months).  Exception is childhood immunisations.

· If a particular threshold is reached then suspend all/most booked surgeries and offer “book on the day” appointments only

· Instigate a duty doctor telephone triage session/system to direct the patient as to whether they need to be seen during the “emergency period” or not. 
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1.  cross reference each risk with the objective/target it will have an impact on.


2.  Allocate a unique risk reference to enable to provide an audit trail


3.  Enter the reference if the risk has come from a lower level risk register.


4.  Enter a simple statement about the risk – include what the risk is and how it might be caused.


5.  Include any systems, processes, measures, controls etc that are currently in place to manage these risks. Consider whether there are contingency arrangements in place should these risks materialise.


6.  Indicate whether the measures identified are adequate in managing the risk [green], whether steps are being taken that will improve the management of the risk [amber] or whether these measures are currently not sufficient to effectively manage the risk [red].  State how you obtain an assurance that these measures are working effectively


7. what would the consequence of this risk be should it occur, and how likely is it to occur (use the scale at the bottom of the register and refer to impact definitions). 


8.  use the risk matrix to rate the risk in terms of High, Moderate, low, very low.


9.   who owns the risk, please identify a named person if possible.  The risk owner will be responsible for 9.  taking action to effectively manage the risk.


10.  if you have identified actions necessary to improve the management of the risk, provide a reference to a separate action plan or to the relevant part of the business plan in which it appears.


11.   when do you intend to review the assessment of the risk and any actions identified?


12.  Enter the rank of the risk 1, 2, 3, 4 etc based on its risk rating





EFFECTIVENESS





Red – risk not yet effectively managed


Amber - action in progress to treat risk


Green - measures currently adequate to manage risk





IMPACT





5 Catastrophic


4 Major


3 Moderate


2 Minor


1 None





LIKELIHOOD





5  Almost  Certain


4 Likely


3 Possible


2 Unlikely


1 - Rare








