Information Governance – Mid-year Update


Summary
A number of activities have been undertaken to improve information security within the PCT.  All identified laptops have been encrypted and USB ports have been set so that data cannot be saved onto USB memory devices.  Plans are being created to encrypt all PCT desktops by 31st December 2008 and GP desktops by 31st March 2009.

Governance processes within the PCT have been tightened and the risk management process also now covers information risks.  The Director of Finance and Performance is the Trust’s nominated Senior Information Risk Officer (SIRO); a new role required by the Department of Health to ensure that information risks are effectively mitigated.

There are still some issues in recruiting an Information Governance and Data Protection Officer; due to the demand for such roles suitable candidates are scarce and the job description has been amended and is currently being re- evaluated.  Efforts are on-going.

The inability to recruit a suitable IG & DP Officer has meant that little progress has been made in improving level 0 scores in the IG toolkit as per the 08/09 plan agreed at the March Board.  It should be noted however that the PCT has provided all the information assurances required by the SHA and maintains the Statement of Compliance levels achieved in 2007/2008.

Current Activity
· Information Governance Toolkit Review instigated to provide objective critique of current scores (to be undertaken by Apira Consulting) – Completed
· Information Assurance Review to be undertaken to highlight areas of concern from the Trust’s mapping exercise (to be undertaken by Apira Consulting) – Completed
· IG & DP Officer recruitment - in progress
· Update Incident Reporting Process to reflect the role of the SIRO – in progress:
· To oversee the development of an Information Risk Policy, and a Strategy for implementing the policy within the existing Information Governance Framework.

· To take ownership of risk assessment process for information risk, including review of the annual information risk assessment to support and inform the Statement of Internal Control.

· To review and agree action in respect of identified information risks. 

· To ensure that the PCT’s approach to information risk is effective in terms of resource, commitment and execution and that this is communicated to all staff.

· To provide a focal point for the resolution and/or discussion of information risk issues.

· To ensure the Board is adequately briefed on information risk issues.

· Use of national IG tool to record map of Information flows

Since the 31st March 2008 some progress has been made.  Information flows have been tightened including bulk transfer.  A review of the mapping is currently being undertaken by external consultants (Apira).

The NHS mapping tool will be used for the 2008-2009 submission but dependant on resourcing levels made available.

Directorates should log all information risks in their risk registers and escalate in accordance with the Risk management Strategy & Policy.

· IG Training

Training Needs Analyses take place as part of the PDR/PDP process

Awareness literature has been distributed with payslips:

· Data Protection & Confidentiality Leaflet

· Acceptable Use of IT Systems Flyer

· Information Sharing Guidelines

The Induction course makes reference to the importance of IG

Training of individuals has not been monitored as this is dependant on the TNA conducted as part of the Personal Development Review and Personal Development planning process.
· Serious Untoward Incident (SUI)

The recommendations of the SUI (stolen laptops) are being implemented

Next Steps
· Encrypt all PCT desktops by 31/12/2008 – planning stage

· Encrypt all GP desktops by 31/03/2009 – planning stage

· Progress remaining level 0’s as per Board Approved 2008-2009 plan
· Take appropriate corrective action on any scores that do not meet IG SoC requirements
· Re-advertise re-evaluated IG & DP Officer role

Jonathan Wise

Director of Finance & Performance
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