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1. INTRODUCTION
This documents sets out BtPCT’s Software Asset Management policy, the purpose of which is to manage, control and protect BtPCT’s software assets, including the management of the risks arising from the use of these assets.
These risks include:

· Software being used without licenses being purchased

· The loss of proof of licences that have been purchased

· Terms and conditions being breached unknowingly

· Incorrect reliance on resellers
· Security breaches including unauthorised disclosure of confidential information if, e.g., security patches have been inadequately distributed
· Unexpected financial or workload impact if software asset problems occur
· Interruption of operation and / or shutdown caused by legal reasons, virus infections or poorly deployed software upgrades.
The benefits of having a Software Asset Management Policy and its related procedures in place are:
· The mitigation or management of the risks described above leading to a significant reduction in costs.
· The identification of where software is needed rather than just where it is deployed through the monitoring of active usage.  This will enable better infrastructure planning and  the reduction of costs through the controlled redeployment of released licences.
· The reduction of costs through having effective infrastructure processes in places, such as those for roll-outs and upgrades which should reduce the number of reported faults.
· Improved software purchasing and a better negotiating position with suppliers.

· Improved employee satisfaction through the reduction of IT problems and delays in implementing new functionality
2. SCOPE
This policy covers all software components that BtPCT has purchased, supplied or supports together with any software that resides on BtPCT owned and operated  information systems.
Software components include:

· The master copy of the software itself on the master media

· Distribution copies of the software on free-standing media or on servers.

· The software licence certificates or other “proof of licence”

· Terms and conditions of licence

· Support contracts

· Software pass codes or licence keys

· Software maintenance authorisation codes

· The software release documentation

· Upgrade components

· The installed operational instances of the software
3. RELATIONSHIP WITH OTHER POLICIES AND PROCEDURES

BtPCT Policy for the Acceptable Use of Information Systems
BtPCT Protocol for the Ownership of Information Assets
BtPCT Software Asset Management Core Management Procedures 
BtPCT Software Asset Management Operational Procedures

BtPCT Software Asset Management Implementation Planning
BtPCT Incident Reporting Procedures
4. LEGISLATION & GUIDANCE
4.1 Principle and related legislation
· Data Protection Act 1998
· Intellectual Property laws including those covering copyright, patents and trademarks.


· Contract law
5. DEFINITIONS
5.1 Software Asset Management
Software Asset Management (SAM) is all of the infrastructure and proceses necessary for the effective management, control and protection of the software assets within an organisation, throughout all stages of their lifecycle.
5.2 Software Asset Management Database
A database set containing all of the necessary information to support the operation of all SAM processes and the management of all software assets.  The SAM database(s) will be operated and managed centrally by the Health Informatics Service.

5.3 Release Management
The process of planning, designing, building, configuring and testing hardware and software releases and planning, scheduling and implementing the controlled roll-out of authorised releases.

6 RESPONSIBILITIES
6.1 Director of Finance and Performance (Nominated Person)
The Director of Finance and Performancewill act as the Management Sponsor. The responsibility covers the establishment and maintenance of the management infrastructure within which other SAM processes are implemented.  This includes:

· The development of an organisational culture that enables SAM processes to succeed

· Obtaining sufficient budget and resources for the implementation and ongoing maintenance of SAM processes.
· Ensuring that the overall responsibility for SAM is explicitly linked to the organisation’s corporate governance standards. 
6.2 Head of ICT
The Head of ICT will take on board the legal responsibility for Software Asset Management.  In addition the Head of ICT is responsible for Release Management within the Trust including training and awareness, and the purchase of all software to ensure that agreed BtPCT software standards are maintained.  All requests for software should be made to the Health Informatics Service Desk.
The Health Informatics Service is responsible for the management of the SAM database, including all housekeeping and updating activities, and for the following SAM operational procedures:

· Reviewing licence availability for new software licences

· Installing software and updating the SAM database

· Identifying exceptions to SAM policies and procedures
 i.e. identifying instances of unauthorised software installed on workstations either immediately after installation or on a periodic basis, through the use of performance metrics

· Uninstalling software and updating the SAM database.

· Transferring licences to alternative hardware

The Head of ICT is responsible for ensuring the monitoring compliance with, and the effectiveness and efficiency of, the policy and related procedures.
6.3 Managerial Responsibility 
Managers must support the Management Sponsor in his/her role.  This includes ensuring that appropriate policies and procedures are put in place to achieve the required level of SAM throughout the organisation.

It is a manager’s responsibility to ensure that their staff are aware of the Software Asset Management Policy, of any related procedures and of general software licensing requirements.  Anyone wishing to access a specific system or open a user account must obtain authorisation from their line manager
Managers should also make their staff aware of the training on BtPCT systems that is available and should monitor each staff member’s take up of any relevant training. This should be done during induction and at least annually through the appraisal / PERSONAL DEVELOPMENT PLAN process.
6.4 Employee Responsibility 
All software purchased for BtPCT employees or persons acting on their behalf will remain the property of BtPCT.   All software developed by BtPCT employees or persons acting on their behalf will remain the intellectual property of BtPCT unless otherwise agreed with the Head of ICT.  All software must be used in compliance with all Trust policies, relevant licenses and contractual terms and conditions.

All employees are responsible for reading and complying with all conditions applying to the proper use of BtPCT software, specifically that:

· Any software components provided by BtPCT for use by employees remains the property of BtPCT
· Employees must make all reasonable efforts to protect all components and information provided by BtPCT from theft, damage or corruption.

· Employees must not add, modify, change or upgrade any of the software components provided by BtPCT for the use of employees without the prior written permission of the Health Informatics service
· Employees must not copy or duplicate any of the software components provided, or allow any of the software components to be copied by anyone else.

· Employees who leave BtPCT must return all software and information received from BtPCT, prior to their departure.
· Employees must not purchase or download software from the internet and install it on any BtPCT equipment without the prior written permission of the Health Informatics service. This includes business software as well as social and entertainment software
. 

Any violation or contravention of this policy will result in specific action being initiated against the instigator.  This may include disciplinary action in line with BtPCT Human Resources procedures and civil or criminal proceedings, where appropriate.
The employee shares responsibility with his/her line manager to ensure that the employee is adequately trained.
.
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� Where an exception could have, or did lead to harm to Brent tPCT patients, staff, or property these should be reported on the tPCT incident form in line with the tPCT Incident Management Policy. Examples of incidents in this area include unauthorised disclosure of confidential information, if, for example, security patches have been inadequately distributed, interruption of operation and/or shutdown caused by poorly deployed software upgrades.





� •	Where an employee identifies a need for software not routinely supplied by the PCT, this should be raised with the line manager in consultation with the Health Informatics Department. For example, Microsoft Project is not routinely available, but can be procured to meet particular business needs.
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