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6th February 2009 

Statement on ICO enforcement notification
Since two laptops were stolen from a locked office in Jan 2008, Mark Easton CEO of NHS Brent has signed the data protection Act 1998 undertaking, to ensure all information held by NHS Brent is processed in accordance with data protection principles.  Measures taken to date include:
· Encrypting all laptops and providing locks 

· Extending the use of secure NHS Mail to users who need to send encrypted person identifiable data (PID) 

· Preventing staff from downloading information onto portable devices, like a USB

· Introducing a hardware policy that is controlled centrally and manages USB memory sticks
· Ensuring all staff are aware of their responsibilities regarding patient confidentiality and the transfer of sensitive data 

· Instituting a system of random checks on compliance with the data protection policy

Mark Easton CEO said: “Patient confidentiality is paramount.  It is important that we learn the lessons from the past and that’s why we are changing the way we work.  We know this is necessary to ensure all patient data is safe.   NHS Brent has made huge progress to date, and I am keen to ensure that the IT infrastructure meets our needs and that our staff are updated regularly on their individual responsibilities.”

----------------------------------------------  ENDS--------------------------------------- 
Notes for Editor 

1. We notified all patients affected in writing and set-up a 24 hour telephone helpline for those in distress 

2. We notified the Police and the Information Commissioners Officers as soon as we became aware of the situation 

3. An internal investigation was conducted 

4. The members of staff who were responsible for the stolen equipment were reminded of their responsibilities to adhere to Trust policy, no further action was required
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