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1 
Introduction
The purpose of this document is to outline the current position with respect to information governance and the NHS Statement of Compliance (SoC).

Information Governance allows organisations and individuals to ensure that personal information is handled legally, securely, efficiently and effectively, in order to deliver the best possible care.  It additionally enables organisations to put in place procedures and processes for their corporate information that support the efficient location and retrieval of corporate records where and when needed to meet requests for information and assist compliance with corporate governance standards.

2 NHS statement of Compliance
NHS Connecting for Health's (CfH) Statement of Compliance (SoC) details the obligations that all organisations need to agree to before receiving access to the N3 network and/or NHS CfH Digital Services.

The Statement of Compliance replaces the Code of Connection and went live on the 1st December 2006.

The Statement of Compliance:

· Provides a broader agreement for the security requirements which organisations must have in place before they can access the network, between NHS CfH and the connecting organisation.

· Introduces a self-regulating form of governance to cover the evolution of both technologies and NHS CfH itself which takes a less intrusive approach to ensuring security
All NHS organisations must achieve SoC by 31st March 2008.  Non-compliance with the SoC may result in the N3 connection being withdrawn.  

In the event that the connection is withdrawn, the PCT will not be able to access any CfH applications hosted on the N3 network including:

· Patient Demographic Services (PDS)

· RiO – Community System

· Choose & Book

· National Care Record Service (NCRS)

3 IG Assessment 2006-2007

There were 45 IG requirements in which the PCT could score level 0 (Non-compliance) through to level 3 (full compliance).  

An objective was set by the board to have no level 0’s at the close of the year ending 31st March 2007.  The year-end situation is shown below.
	Initiative / Group of standards 
	No of Reqs
	Target level achieved
	Level 0 remaining

	Information Governance Management (IGM)
	13
	6
	7

	Information Security Assurance (ISA)
	14
	8
	6

	Confidentiality and Data Protection Assurance (CON)
	10
	7
	3

	Clinical Information Assurance (CLI)
	4
	2
	2

	Corporate Information Assurance (COR)
	4
	1
	3

	Total
	45
	24
	21


In order to address the level 0 requirements and meet the Statement of Compliance (SoC) plans have been created against which progress will be monitored and reported.
4 Current position
There are currently 52 IG requirements in which the PCT can score level 0 (Non-compliance) through to level 3 (full compliance).  Of these 52 requirements 18 form part of the SoC, the PCT is required to attain a minimum of level TWO for all SoC requirements.

The attainment level for the remaining 34 requirements is determined by the PCT and there are no penalties associated with non-compliance.

The current situation is shown below.

	Requirement Type
	Total Number
	Level 0
	Level 1
	Level 2
	Level 3

	SoC
	18
	7
	8
	3
	

	Non-SoC
	34
	12
	14
	7
	1

	
	52
	19
	22
	10
	1


5 2007-2008 IG Plans
In order to comply with the SoC and to drive forward the PCT’s IG agenda two plans have been created.

The first plan addresses in detail the tasks to be undertaken in order to raise the SoC requirements to level two or above.  This is shown below.
	Information Governance Statement of Compliance Requirement
	Task
	Due
	Completed

	(101) Does the PCT have adequate governance in place to support the current and evolving Information Governance agenda?
Current level: 0
	· Board Level Manager Responsible For IG in place (Director of Finance & Performance)
	
	Completed

	
	· IG Steering Group in place
	26/10/2007
	To Complete

	
	· IG management and accountability arrangements in place
	28/09/2007
	To Complete

	
	· Board endorsed IG plan in place
	20/09/2007
	To Complete

	
	· Board endorsed IG assessment (2006/2007)
	20/09/2007
	To Complete

	(102) How would you assess your PCT's ability to access expertise across the Confidentiality & Data Protection Assurance agenda? 
Current level: 1
	· Caldicott Guardian in place (Patricia Atkinson)
	
	Completed

	
	· responsibilities for Confidentiality and DP Assurance assigned to appropriate senior manager(s) (Assistant Directors & Service Managers)
	
	Completed

	
	· Access to expertise in confidentiality and data protection assurance (Caldicott Guardian & Informatics)
	
	Completed

	
	· Board approved plan in support of the confidentiality and data protection agenda
	20/09/2007
	To Complete

	(103) How would you assess your PCT's ability to access expertise across the Information Security agenda? 
Current level: 2
	· Trained Information Security Manager in place (Carol Polley)
	
	Completed

	
	· Incident management process in place that involves IS manager (procedure in place)
	
	Completed

	
	· Information Security clearly defined within job descriptions (confidentiality & data protection clauses)
	
	Completed

	(108) Has the PCT implemented its Information Governance management arrangements to ensure the NHS CFH Statement of Compliance (SoC) is satisfied?
Current level: 1

	· SoC action plan agreed with board
	28/09/2007
	To Complete

	
	· SoC action plan implemented
	29/02/2008
	To Complete

	(109) Does the PCT ensure that staff and those working on behalf of the PCT comply with the terms and conditions set out on the RA01 form?
Current level: 1

	· Smart Card T&C's compliance strategy created
	30/11/2007
	To Complete

	
	· Smart Card T&C's plan created
	31/12/2007
	To Complete

	
	· Smart Card T&C's implemented
	31/03/2008
	To Complete

	(110) Does the PCT ensure that it has formal contractual arrangements that include compliance with information governance requirements, with all contractors and support organisations?
Current level: 0
	· Third party contracts contain clauses for patient confidentiality & DP
	03/12/2007
	To Complete

	
	· All contractors aware that the PCT may have to disclose information under FOI
	07/01/2008
	To Complete

	
	· Third party contracts include penalties for breach of contract
	07/01/2008
	To Complete

	
	· Third party contracts indemnify the PCT against a breach by the third party
	07/01/2008
	To Complete

	(111) Does the PCT ensure that all individuals carrying out work on behalf of the PCT have employment contracts which require compliance with information governance standards?

Current level: 2
	· Contracts of key system users and all new personnel include responsibilities for IG (Standard clauses in JD’s & contracts)
	
	Completed

	
	· Applicant screening of new employees include reference, qualifications, and identity checks?  (All staff undergo CRB checks)
	
	Completed

	
	· Further checks carried out on those who will have access to vulnerable people?  (All staff undergo CRB checks)
	
	Completed

	(113) Does the PCT assess staff training needs and ensure job/role specific information governance training is provided to all staff?
Current level: 0

	· Specify IG competencies
	01/10/2007
	To Complete

	
	· Develop IG awareness content
	31/10/2007
	To Complete

	
	· Deliver targeted training
	03/12/2007
	To Complete

	(201) Does the PCT have a confidentiality code of conduct that provides staff with clear guidance on the disclosure of patient personal information? 

Current level: 0
	· Approved code of confidentiality (CoC) in place
	
	Completed

	
	· CoC content incorporated into training package
	30/11/2007
	To Complete

	
	· Training & guidance made available throughout the PCT
	28/12/2007
	To Complete

	(202) Does the PCT ensure that patients are generally asked before their personal info is used in ways that do not directly contribute to, or support the delivery of, their care and that patients' decisions to restrict the disclosure is respected?

Current level: 1

	· Approved protocol in place & made available to staff (leaflet in place)
	
	Completed

	
	· Develop awareness package for staff
	31/10/2007
	To Complete

	
	· Staff been made effectively aware of their responsibilities to comply with the guidelines
	28/12/2007
	To Complete

	(206) Has the PCT established appropriate confidentiality audit procedures to monitor access to confidential patient information? 

Current level: 0
	· Procedures implemented for monitoring and auditing access to confidential patient data
	30/11/2007
	To Complete

	
	· Responsibility for monitoring and auditing access to confidential patient information allocated
	31/01/2008
	To Complete

	
	· processes in place for reporting breaches
	29/02/2008
	To Complete

	(208) Has the PCT put in place safe-haven procedures for all routine flows of patient personal information to the organisation? 
Current level: 0
	· Approved and accessible safe haven procedures for the flow of information in place
	05/11/2007
	To Complete

	
	· Safe haven procedures operate for all routine inbound flows of patient identifiable information
	04/02/2008
	To Complete

	
	· all relevant staff members are aware of the location of safe havens
	04/02/2008
	To Complete

	(302) Does the PCT have documented and accessible information security event reporting and management procedures in place that are explained to all staff?
Current level: 1

	· Incident logging system available & publicised (intranet)
	
	Completed

	
	· Processes for investigating events in place
	07/01/2008
	To Complete

	
	· Reporting awareness package in place
	29/02/2008
	To Complete

	(303) Has the PCT established business processes that ensure all staff smartcards and access profiles issued are appropriate and 
Current Level: 1


	· SMART Card processes implemented within the PCT
	
	Completed

	
	· Staff aware of SMART Card processes
	31/01/2008
	To Complete

	(304) Has the PCT implemented effective role-based access controls’ access controls? 
Current level: 2

	· Documented map of workgroup hierarchies in place
	
	Completed

	
	· Maps reviewed and agreed with Service Managers
	
	Completed

	(308) Does the PCT ensure that digital information shared with other organisations is secured in transit? 
Current level: 1

	· Information sharing protocols in place (intranet)
	
	Completed

	
	· Acceptable use polices in place (intranet)
	
	Completed

	
	· All staff aware of info sharing & acceptable use protocols
	31/01/2008
	To Complete

	(313) Does the PCT have appropriate procedures in place to ensure that communication networks under the PCT's control operate in a secure manner?
Current level: 1

	· Approved information security policy in place (intranet)
	
	Completed

	
	· Parkhill Audit of network risk undertaken
	
	Completed

	
	· network capacity planning been implemented
	31/11/2008

	To Complete

	(401) Does the PCT have a strategy to ensure the correct NHS Number is recorded for each active patient and ensure that it is used routinely in clinical communications?
Current level: 0

	· Strategy & processes in place for retrieving, verifying and using NHS Number
	01/11/2007
	To Complete

	
	· Plan in place to provide mechanisms for retrieving verified NHS numbers to key staff
	30/11/2007
	To Complete


The second plan has been created to address the remaining level 0 requirements to a minimum of level 1 and wherever possible full compliance.
	Req
	Requirement
	Plan
	Plan

	106
	Does the PCT have up to date and tested business continuity plans for all critical infrastructure components and core information systems?
	Develop a risk-based business continuity plan strategy and agree this with appropriate senior committee.
	31/10/2007

	107
	Does the PCT have a comprehensive Board endorsed Information Lifecycle Management Policy/Strategy and implementation plan?
	Develop an Information Lifecycle policy, supported by a documented strategy and implementation plan.
	30/11/2007

	209
	Does the PCT comply with data protection requirements in respect of transfers of personal data about patients or staff to countries outside of the EEA?
	Document processes for transferring personal data to non-EEA countries.
	28/12/2007

	301
	Does the PCT have a formal information security risk assessment and management programme that is implemented and regularly reviewed?
	Undertake a formal documented assessment of information security risks and include these in the corporate risks register and the assurance framework.
	30/11/2007

	306
	Are there defined, documented, and agreed access rights for all users of PCT based information systems and services?
	Document the access rights required by individuals/groups in order for them to perform their duties within all information systems.
	28/09/2007

	314
	Does the PCT have appropriate procedures for ensuring that mobile computing and teleworking are conducted in a secure manner?
	Find encryption solution for laptops.  Review Remote Access System protocol to ensure compliance with teleworking standards.
	31/10/2007

	405
	Does the PCT have robust procedures and processes for monitoring all data collection activities across the PCT?
	Develop procedures and processes for monitoring data collection activities across the PCT.
	05/11/2007

	504
	Does the PCT have documented procedures for using both local and national benchmarking to identify possible data quality issues and to analyse trends in information over time to ensure that large changes are investigated and explained?  
	Develop and implement local benchmarking protocols
	28/02/2008

	511
	Does the PCT have sufficient governance processes in place to ensure adherence to the principles enshrined in the Code of Conduct (CoC) for Payment by Results?  
	Develop strategy and processes to adhere to the PBR CoC
	31/01/2008

	601
	Does the PCT have documented and implemented procedures for the creation and filing of electronic corporate records to enable efficient retrieval and effective records management?
	Develop procedures that specify how electronic corporate records are to be created 
	29/02/2008

	602
	Does the PCT have documented and implemented procedures for the creation, filing, and tracking/tracing of paper corporate records to enable efficient retrieval and effective records management?
	Develop procedures that specify how paper corporate records are to be created and tracked/traced
	29/02/2007

	604
	Has the PCT carried out an audit of its corporate records and information as part of the information lifecycle management strategy?
	Conduct an audit of corporate records and information in one key area of the PCT, report to be sent to the PCT Board.
	31/10/2007
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