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Brent PCT Information Governance Policy

Purpose

The PCT recognises the vital contribution that reliable information makes to the clinical management of individual patients and the efficient management of services and resources.  The Information Governance Policy sets out the framework for ensuring that information is used effectively, efficiently, securely and legally.

Policy statement

It is the policy of Brent PCT to comply with the various applicable Information Governance obligations, including:

· The law.

· Protocols, guidelines, standards etc issued by the Dept of Health (DH), professional bodies and other relevant agencies.

· Agreements reached with partner organisations.

· The DH Information Governance Toolkit.

Scope

Information Governance (IG) has four fundamental aims:

· To support the provision of high quality care by promoting the effective and appropriate use of information.

· To encourage responsible staff to work closely together, preventing duplication of effort and enabling more efficient use of resources.

· To develop support arrangements and provide staff with appropriate tools and support to enable them to discharge their responsibilities to consistently high standards.

· To enable organisations to understand their own performance and manage improvement in a systematic and effective way.

This policy covers the use and management of information in all formats, including the collection, processing, storage, communication and disposal of information.

The policy applies to all employees and contractors working for, or supplying services for, the PCT.  Independent contractors, e.g. GPs, are bound by this policy insofar as they are using PCT supplied computer equipment or information.  With relation to non-computer related aspects of IG, independent contractors may chose to adopt the whole policy or develop their own variation of it.

Implementation

The IG policy is a high level statement of intent.  In order to implement the policy a series of IG protocols, supported by procedures, standards, guidelines etc. will be established and maintained under the control of the IG Steering Committee (see list of Information Governance documents ).

An annual assessment of the Trust’s compliance will be undertaken using the DH Information Governance Toolkit.

Responsibilities

The PCT Board will approve the PCT’s Information Governance policy.  
The Executive Management Team will decide upon the necessary resourcing to support the requirements of the policy, and will approve the annual Information Governance Toolkit assessment and action plan.
The Programme Board will take responsibility for an annual assessment of IG risks.
The Information Governance Steering Committee, chaired by the Director of Finance and Information, will be responsible for strategy and overall risk management of Information Governance within the PCT, will report significant risks to the Informatics Programme Board, and will ensure that the necessary IG protocols and other compliance measures are established and maintained, that they are applied appropriately, and that compliance is monitored.  The Information Governance Steering Committee will ensure that risks are included on the corporate risk register.

Directors and managers will ensure that ongoing compliance with the policy is built into local processes and that information governance risks and/or incidents are reported in line with Brent PCT incident and risk policies.

All staff and contractors will ensure that they are aware of the requirements incumbent upon them and that they comply with these on a day to day basis.

Non-compliance with the Information Governance policy and associated protocols, procedures etc. will be taken seriously by the PCT and may result in disciplinary and/or legal action.

Records Management

Brent PCT is committed to a systematic and planned approach to the Management of Records within the organisation, from their creation to their ultimate disposal.  This will ensure that the PCT can control the quality and quantity of the information that it generates, can maintain that information in an effective manner, and can dispose of the information efficiently when it is no longer required.

Clinical and administrative systems contain vital records on which patient care and service provision depend.  Practices and the PCT will ensure that staff are fully aware of the measures that are necessary to comply with current Information Governance best practice.  GP practices planning to migrate to electronic paper-lite patient record systems will apply to the PCT for approval and will comply with the Brent Paper-Lite Practice Protocol.

Information Security

The PCT will maintain the appropriate availability and security of its information and information services and manage the risks from internal and external threats.

The PCT will promote good security practice and awareness.  Staff and contractors will use the Brent PCT computer network responsibly and will comply with the Information Governance policy and with relevant directions and guidance.

Confidentiality and Sharing Information

The PCT has adopted the NHS Confidentiality Code of Practice, which is required practice for all PCT staff, contractors and partner agencies who access, disclose and share patient information.  Information will be shared appropriately with other NHS and partner organisations in the interests of patient care and service management.

Legal compliance

The PCT will establish and maintain measures to ensure compliance with the laws governing information use, software licensing and intellectual property rights.  The main laws relating to Information Governance are listed in Appendix A.

Staff will have the appropriate level of understanding of the relevant laws and of the measures that should be taken to comply with them.  Legal and professional guidance will be sought where appropriate.

Information Quality

The PCT will implement the Brent Information Quality Strategy to ensure that its information conforms to the necessary standards of accuracy, timeliness and relevance.

Training and awareness

The PCT will ensure that staff and contractors have the appropriate levels of awareness and training to comply with the Information Governance policy.  All new staff will attend training in Information Governance as part of their induction and will have an assessment of their information and computer skills.

Service Level Agreements

Key responsibilities for Information Governance will be included in service level agreements between the HI department and the PCT’s departments, practices and external providers.

Appendix A

Laws applying to Information Governance

The main laws include, but are not limited to, the following:

· Common Law of Confidence

· Data Protection Act 1998

· Human Rights Act 1998

· Freedom of Information Act 2000

· Access to Health Records Act 1990 (where not superseded by the Data Protection Act)

· Computer Misuse Act 1990 (amended in 2005)

· Copyright, designs and patents Act 1988 (as amended by the Copyright Computer programs regulations 1992)

· Crime and Disorder Act 1998

· Electronic Communications Act 2000

· Regulation of Investigatory Powers Act 2000
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